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Module Title Hours
Introduction
o Introduction to Hardware
« Introduction to Networking 35

» Virtualization
« Windows Operating System

Part 1 - Network Research
« Introduction to Linux

+ Networking 50
« Introduction to Network Forensics
+ Cyber Security

Part2- SOC Analyst
« Case Investigation 50
« Advanced Network Analysis

« Intrusion Detection and Mitigation

Part 3 - SOC Analyst Advanced
+ Windows Domain 50
« Setting Up the SOC Environment
+ Using the SIEM

Ongoing project

Total 185
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Module Title Module Description
Part 1: Network Research
Students will study the Linux OS fundamentals. This module uses Linux
commands, manipulating text and command outputs, understanding
terminal-emulators, permissions, and other security concepts.
Virtualization
« Introduction to Virtualization
« About Linux Distro
. « Installing Linux
Module. 1: « Working with VMWare
Introduction to :
. « Bridged vs. NAT
Linux
Working with Linux
« Linux Directories
« Linux Users
« Packages
« File Manipulation Commands
« Text and File Manipulation Technics
« Writing Linux Scripts
During this module, participants will study network infrastructures,
common network types, network Layers, communication between
protocols, communication between network devices from different
Layers, and network anonymity methods.
Protocols and Services
« TCP/IP and OSI Model
Module 2: « Network Routing Basics
Networkin * DNS
& |.pHcP
« ARP

« Remote Connection Protocols

Wireshark - Diving into Packets
« Non-Secure and Secure Packets
« Filtering and Parsing

« Extracting Objects and Files from PCAP Files
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Module 3:
Introduction
to Network

Forensics

Large organizations these days suffer greatly from network attacks and
malicious intrusions. Those who manage the organization's network
have an immense impact on ensuring its safety. This module will
introduce participants to Network Forensics and learn how to locate
and better understand various attacks.

Windows Tools

« NetworkMiner

« Advanced Wireshark

« OS-Fingerprinting

« Detecting Suspicious Traffic
« Sysinternals

Linux Tools

« Capture Packet Data from Live Network
« Filter Packets from Live Network

« Filter Packet from PCAP File

« Traffic Statistics

« File-Carving

Module 4:
Cyber Security

This module's primary goal is to teach participants to embrace

the attacker state-of-mind to recognize the necessary defense
mechanisms. Participants will deal with several types of attacks.
Students will learn about hash functions; furthermore, they will learn
how wireless networks are attacked and how they are vulnerable to
those attacks. Social engineering and honeypot techniques will also be
demonstrated.

Cyber Security Vectors

« Anti-Viruses

« DoS and DDoS

« CNC Servers and Botnets
« Steganography

Network Attacks

« Scanning Methods

« MiTM

« ARP Poisoning

« DHCP Starvation

« LLMNR Attacks

« Offline Password Brute-Force
« Working with Responder

Cyber Attack Practice
« Payloads: Reverse vs. Bind
« Privilege Escalation
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Part 2: SOC Analyst

Module 1:
Case
Investigation

During this module, students will understand the challenges of
investigating network-based cases. Students will practice using various
tools and investigation methodologies to correlate data and collect
evidence.

Advanced Wireshark

« Analyzing Domain Protocols

« Working with SSL Traffic

« Analyzing Wireless Connections
« Enumerating Domain Network
« Working with TShark

Investigation Process

« MiTM Attack

« Find Network Anomalies
« Flow Analysis

« Network File Carving

« NetworkMiner

« File Carvers

During this module, participants will further explore data packets' study
on a deeper level, learn to identify network anomalies, and understand
system alerts. Students will master the use of well-known command-
line-interface (CLI) and graphic-user-interface (GUI) tools to further

Module 2: o .

Advanced specialize in the field.

hetwork zeok

y « Output Logs

» Automating Process
« Monitoring Data into Logs
+ Zeek-Cut Parsing
Students will learn how to deploy automatic data analyzers in this
module, using preset rules or craft custom rulesets to alert and block
suspicious traffic detection.

Module 3: IPS and IDS

Intrusion « Essential Intrusion Detection Tools and Methods

Detection and |- Installing and Configuration Sysmon
Mitigation |« Network Events

+ IDS/IPS Operation Process
+ IDS/IPS Configuration
 Snort
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Part 3: SOC Analyst Advanced

Module 1:
Windows
Domain

During this module, participants will create a Windows server domain,
configuring the different network protocols such as DNS, DHCP, and
Group Policy.

Windows Server

« Installing Windows Server

« Configuring Windows Server
« Managing Features

Windows Domain

« Installing AD DS

« Configuring AD DS

« Managing Domain Protocols
« Working with Group Policy

Module 2:
Setting Up
the SOC
Environment

Companies regularly deploy various security technologies designed to
prevent and detect threats and strengthen and protect assets. During
this module, we will detail SOC environments and how they work. The
student will know to build and properly configure his SOC environment
and correlate it with other security products/assets. Having a SOC
allows you to have dynamic security that acts as a real bastion of
analysis, monitoring, prevention, and remediation.

Preparing the Framework
+ Introduction to ELK

+ Deploying Beats

« Identifying Threats

« Aggregating Data

+ Real-Time Monitoring

Hands-on PfSense

+ Setting and Configuring Rules

« Passing Traffic using the NAT Feature
+ Configuring Firewall Rules

+ Managing Network Security

« Snort
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Learning about the SIEM (Security Information and Event Management),
the primary system used by SOC analysts for monitoring the network.
Participants will install a freely available open-source SIEM platform
and simulate different scenarios through a pre-prepared virtual
environment, mimicking an organization.

Building SIEM Environment
Module 3: « Configuring Your Domain
Using the SIEM |« Setting-Up an Open Source SIEM
« Deploying Security-Onion
« Network and Host DLP Monitoring and Logging

Monitoring using the Virtual Environment

« Firewall Monitoring and Management

« Email and Spam Gateway and Web Gateway Filtering
« Vulnerability Assessment and Monitoring

« Setting your Rules for Cyber Threats
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