I77-270 0'VYD 7V 1AI711D0N TXN

TTN 1IN NKN

aNTN

2721y XIN 'R AKX -0 - ke 7w nproan 0'01d N DN 17D

AT NN NIANNN 0'0YD TAI T¥D DY 'K ANN IX DNINY 1171000 WR? Ty N1 NN

N [NV NIRYY N0 MNNNY NIYRY . NTA 72 12 wnnwn XNy

UNNUN KN NAI7I00 NTRAL-20 702 nTnn e

(1720 DinYaTata lnhina T Wra Y )

"2V NNY yTN TR e

N'R DT PITA R @

D'N"'{7 0D'0'VID NXRPZ NIADN A0 I'7'K

NY'01 7V INIY¥NKI 0'7WUN IX 001 IMIX DIYIVY DYD 701 MIpY 1'7nnnnn e
7091 DX LI'7Y DYAN D'9NAIVDMIP DN 'K e

X7 OT'NINMANNDA NNAN7 VAN YT TR e

MYYI AT D DR NIK7 7D IR R e

2'nma nan

ymn

0121 09 DY ?'V079 NI'NN VIYD X7 XIN 1j7-21 727 TWORY 1IWRIN OWNYT TIANAw NyT? 21N

YO0 |INDT O'VYD IX

Calypso [m2 wnnwnw (microprocessor) Tayn-Np'm 0OV DON_0'01D NN 17-20 ,nwynY

QYninl 1am 1'2VW NMIA'Y NNIANNY MIK7'aN


https://en.wikipedia.org/wiki/Smart_card
https://www.calypsonet-asso.org/

Technoloqgic

NNd 7V DMuN™Y'M NNd) T 9N AN g7'nn K7 NIVIX 1DINA 7N 0'vdN W 7'V0Y79N

:17wn (o7 T2 D713 v (Dont'rm

’&— MODULE ISO 7816

CONTACT &
CONTACTLESS CHIP

N
“K‘/\_’/’__///

ANTENNA
N suwom

[Calypso Handbook q1mn ,0on 0'01d 1adn]

X77 DA MIYPN DYORNY (contacts) DMINVRZN D'YAN DY NIV ANT N'AIY DY Y'an 0'VIdN DI

.(D'0'0d X1 DY NI7D) NMLVIX

c1-veef ) c5-GND
C2-RST C6-VPP
:> C3-CLK €7-1/0
ca— c8—
L A

[ISO 7816 |7n 9"y anTh NI72 D'wann 'T'y7oM]

.(contactless) 7272 ZINTN DN'R YWPNY7 [N N'NW )2 ,0'VaN K77 179110 TAK 7W DY 0'0'0ID 1AYA WD

.9 DdINA A7 D7y ANT N'NI7 X797 000D DAY XX 790 10N |Yn?

Ty D'TTIA 0'0"2-17'7 1900 7w 77122 EEPROM |1NDT DA Tayn? qona pImMAa 7710 17-21n 7w o'y

1 NNy (o 2) N72wen nown oy ROM-1 ,RAM ,0'0"2-17'7 NNYY

n71ya D'NdON D'0'VID

NIXX¥N (DdN 0101D) N*AI711D0 NNIXR .0'AdNN D'0'VIdN DINNA TN 0'VIdN X7 V7NN NIN I7-20
N'T_'0'0ID] L|in 'Ma7 Nnon '0'vda LSIM ro'vda L(EMV NMAI7IDU) 'RIWK '0'LNDY DA

02N NN ,NMIA'YY MiINn v DYpNna .(e-gassgorts) D'"MVNI DT 17'OKI D'INLPN

[{7-270 0'VYD 7Y AI711D0N TN
www.DigitalWhisper.co.il
2 2020 "anxT,124 i



https://en.wikipedia.org/wiki/EMV
https://en.wikipedia.org/wiki/Electronic_identification
https://en.wikipedia.org/wiki/Electronic_identification
https://en.wikipedia.org/wiki/Electronic_identification
https://en.wikipedia.org/wiki/Biometric_passport

aTechnologic

,Calypso [N D'wnnun XpliT IX7? DNON MW D'NdN 0'0'0YD 7W D'AI0 1IN 701 win'y v 071ya

.T1912 2'NX 'Y

.MIFARE 0'9"¥N NITO 7¢ NpIIT XN NI NANN IMY7Iyn 09N WA [pNnY X' NNRN
,(Moscow Metro) n'on ,(Oyster -n 0'0YD DY) [ITI7 DN MIFARE-2 D'WUNNWNY NINIENY? NIRNAIT

.Tivi Tyt (Rejsekort) 7naT ,(Yikatong) |'o ,(RioCard) 7'/

MOBIB ) n'a7a ,(Navigo card) ™9 Dn Calypso-1 DN D'WYNNWNW NINIPNAT7 NIKNAAIT ,NKT NNIV7?
Calypso-2 wnnwn? mIwxRIN N1 TAN DA X'NW - 78w [ambdi L (LisboaViva Card) 7210119 ,(Card

NmIN? nnna

Y k X RIG MAASTRICHT
QUEBEC - o - (STADIUM)

GRAND MONTREAL

Of-
NEW YORK - NEWARK .

; )
- r BRETAGNE - ORRAIR 3
, : ' CENTH 0oy © RHONE ALPES
- AUVERGNE S 9 L

VICENZA -
OuRA’

PADOVA
SKOPJE
PERUGIA

MEXICO LISBOA o RAVENNA

o -

- ANEA R
v _ BRESCIA  NAPOUI
MILANO TERNI
e kE CAPRI

MADEIRA

PEMONTE
\ n g\l
FORTALEZA “ ALGER { ‘
GUARUJA = % |

[Calypso Handbook J1mn ,0%71ya 109'7j7 |j7n NoM9]

ninn 7y nxjp

NIV N9IPN 1NX NNan ' T ) N{ Ui o) INT2 210 75 CWUND ,TNN 1j7-27 210 7 Nt Y X

NINNAAIT .NMIM7YN NIAT D' ,0'0710N 7W NIINKD 1T NNIYAY 0'01DN DR M"Y NNANN DY

ASK Tango / ASK FST P/ ASK e
WATCHDATA o

Gemalto [GMY] e

OTI 10054127-1 e

.IDEMIA cityGo e

Q2'N MIX ,UM'vay 2'man DN al0d IXYA ' 1Ynn ThX D'7T21 DAIYN D'0'VIDN IO

17V DANYY n7Y9nn Noynl (NNNXK NN2N NNXINN) YIN'WAY Xy 9% ,5"'¥7 NVIRN

[i7-270 0'VYD 7Y AI711D0N TN
www.DigitalWhisper.co.il
3 2020 "anxT,124 i



https://en.wikipedia.org/wiki/MIFARE

L Technoloqgi

NMINNXY7) N'Mo¥N ASK NMNan X' DI 781U 0¥IDIN 0'0'0IdN AIon TAXK NN 7um? p
'0'01D 000N N7y TanGo DwA n7yon Ndwn 72V N'RINX ASK .(Paragon ID-7 nnw NX nn'w
niooian n'yw ,CD21-n X'N 27 0N NX'ON K'Y NI N'NIE NNNX D'0'01D NNT0 .ASK TanGo

.0NX 0'0'LYD 'A10 byn X7 D2
or'y¥n

NNAN NXINN microcontrollers NINSwnNa niwnnwn ASK 7w CD21 naT0 DAl TanGo NTO DA

.ST19 Ix ST23 120 STMicroelectronics

,Gemalto-I Watchdata naximn ninTo
29 D'9'ya D'wnnwun NRT NNt
Infineon NaNIAN NPRNLFIRN DY
NnX nix'ml L SLE66-n IXN SLE77-n
nlan 7w TimeCOS n7yonn Ndwn

.Watchdata

16 IX 8 7w Tayn 7y "2 975 T

MHz-> v WY NniNtnn oy Tyt 0"

.2 - 80KB-> 7w EEPROM [1N>71 30

0'0YdNN 9''¥N YI'7'N - NNAIT

27va NN D'7795N AWUKD D'720 NN DX ,00N 0'VD 7Y DIT'9N DADINN NX WNANY? Nan v

I|7'00'79YJ AIN'NN N2OY NN ’~']'7|7]I [TOXX] O'0DN NKX NV LJIYURN

[17 20 'o0vd 7w AN NN N2DWN DTN

[i7-270 0'VYD 7Y AI711D0N TN
www.DigitalWhisper.co.il
4 2020 "anxT,124 i



http://ask-contactless.com/en-us/applications/transport.aspx
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(.../rT/)"nonon/1aR) n7'vonn nnann =
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http://www.egged.co.il/%D7%9E%D7%90%D7%9E%D7%A8-1593-%D7%98%D7%91%D7%9C%D7%AA-%D7%A7%D7%95%D7%93%D7%99%D7%9D.aspx

Technologic

(1) 2370 "90n ,0wvonn 1oon ,(GTFS-n ©"v) n"yn mnN Ty =

.(Cyclic 10 12) 1NN 7NN NI WD Y'RD LT YAIZA DIZRN 1020 UKD

-record 771> N1 yaIp - "DrTnim" o'win'x i ((EF, Path: /2000/2040, SFI: 1Dh) Special Events e

Al'n Nirol ']'7:"IYJJ NIXR'AY 1IN ,0'00N DY NPV O'aA'N D'VA'X DAaX'"NY D'

TNX record Dy Yalp INT - D'TINN 72 112y 02 :(EF, Path: /2000/2069, SFI: 19h) Counters o

D>y .(O7TI'R ©"Y) DMIoN NTING N'O'¥90 'Y DNN TNXR 72 TWKD ,0M1'90 0D 9 7onY
:anY% ,0n D"1'90
22 7712 .0'0702 NN 901 and - MY W DTN Y NN IR, NNRY NIYoIN Nind - =

JI'"T2 D'V 3 XIN 'S0 Y

Simulated Counters nn Counters-n 'X2j7 XY .T'n'n ‘N'nxn Counters-n yal7 INT NN

.Calypso 1-7 nin'Xxn2a N7 yal7 7w [2iNn NX D'97wNY

NOIYN NN 7AR L1097 'D 7V D'WITIW DYIAPN DR 70N DR 17 210 0'01D NIKYY NIY 19D

.(Miannn TMwn=) wynnwnn N1'n27 1N ("File Structures”) 7'M D'¥apn

File -2 W'y Wiy MIANNN Twn .0"WOX D'¥Aj NIdIWN NINY 0'yxin CD97 0'v1dN 'v1SNa
)27 .6# 190N Structure

(wm'wa X7) "RT2"-1 "Ticketing" :0'010n 7y Calypso NI'¥j?"79X ‘MY DIw' e

D'-record W W' Environment yalza e

DINNKX (records) D'WIN'X 6 TV7 DIn w* Event Logs Yalj7a e

(records) o'Tin 8 TY7 DIgn w* Contracts Yaljpa e

DINNX (records) D'WIN'K 4 TY7 DI W' Special Events yalpa e

TNX record W' Counter yalp 701 o

D"NTON D'AVN1 K7W D'¥ap 02 Tan (6#) MIANNN TIwn 1N2QY 0'¥apn Ndwn N1an D 1nd
:0'¥apN NdWN 7Y root-1 ,Calypso '01oN

AI02 7N AT Yalpa yTmn onaioe - 0'vdn It 7y yTn ((EF, Path: /0002, SFI: 02h) ICC e

nX 770 T 990 yaipn (D'09x 707 mwy Nin CD21 r0'vida L7wnY?) Ui 0'vdN

NITEIXTD NI LN L0000 7w 7RMI0N 190NN

110 N1 XKNRY [N TRNY TN Yalpn InT - 'wain yalp ((EF, Path: /2F10, SFI: 01h) Free e

Q720 XY

'R IRPNY wnnwnn 72V wnan yTn 21937 ik - 'w'R vy ((EF, Path: /0003, SFI: 03h) ID e

.(N7¥ NXN) DTN Yala wIn'y QI 17 27 DX 1N X7 .PIN NIY¥NN2 N1
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https://www.gov.il/he/departments/general/gtfs_general_transit_feed_specifications

MNA7 07PN DR N7ONY QYR IT - YYD 10977 NUY7Y79N ((DF, Path: /2100) RT2 e

210 TIY 7907 NNWSK 0'V1dY7 NN NVna (DY O'-LFl oy IX) "RT" n'xp7987 Dniynwna
075N N D'¥ApN 72 ,ITN ANPONY WIN'Y QYIY X7 17 20 jDn ANk wintg "orond”

STIC.ICA21" 7'onw ,(/2100/2104) AID-n yalpn YIn - 7Thn D12 009K

D'-record-2 D"2ININ N1AN

"DnIMan TN 1PN 0'0102 NYNNNIDAR AN T wnwny @ VTN VN9 L1097 [N D Y
D'ONOoN QoIX - "DMINIYN 10977 '0195N" 7V D'00IAN XYWL DIIMIN 7TIN L7'wonn vTanw
[N X712 DA 0211003 DTAIM 17X D'DNON 7KW MNXNINT NINAN 10977 [N 7V D'ooInny

.NDA poon nn'nn WNKX7 K78 07274

o2 1ND .NNT 721 UNIDN NX 10197N D'WIN XV X7 D'DNONN 7Y AI'ON DXVY |]AM> ,NNXT DY

NITYUNN 770 ¢ Nilynwnn DX D'0I5NY D) D'DNROoN KIXNAZ NI NMIANNN Twn 7Y nKa
707 '017Y) 017 DNIR'MY? DMIDon 0D NNANY NIRA0 07710 DAl L0'VIdN '¥APA

.(MiTwnn

:0NMI97 NNAIT 707

7 nnaT
aMmen - "Mas 1YY" 01 D10 WESRRY NnarT
bits 1V NI

000 000 ND1A version number
001101110110 376h = 2xEm TP country id
00001000 0'>*won nav o Sy issuer id

{8= 0V .2 ")
00000000000000000000000001 N3 Y TNTD 190N application number

8 von

00101111000100 D'UDN NP2IN RN issuing date

1/4/2005 = 3012
11011010111010 NP91N0 NXS 0w 8 end date

1/4/2013 = 5934
001 nya 'ny9 TN m5em pay method

N7
00011001100000000000010000000001 () - N7 NN birth date
1980/04/01

(0000000000000 TR KD company
000000000000000000000000000000 TR N9 company id
111011100110101100100111111111 nyen = .r.n id number
000000 TR K290 von profile 1
00000000000000 BT KD profile 1 date
000000 0 profile 2
00000000000000 EATI KD profile 2 date

[02 nrThn o101 70 TR YIMn - .Environment-n yalp 7w IWRIN record-7 XnaiT)
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https://github.com/ybaruchel/ravkav-sdk-go
https://github.com/L1L1/cardpeek/blob/master/dot_cardpeek_dir/scripts/calypso/c376.lua
https://github.com/NadavPoliti/ISRDriverConsole/tree/master/app/src/main/java/com/isr/isrdriverconsole/M/SmartCard/CalypsoCard/CardData
https://github.com/metrodroid/metrodroid/pull/70/files
https://www.gov.il/he/Departments/General/smart_ticketing

Technologic

IN ITD TN nroolan (Contract, Event, Environment, ...) D'IWN DaNd NITwN L'770 [91IK2
7 K7 [DIXQ 7TAN DRININ VNS MK X ,0'NO¥N (NF P 99-405) Intercode N 7v NINX

.D"7RYN 1097777 09N

ni10 7w NN TITPN DX VY9NY 'MOI¥N EN-1545 |72 D'ION WiIN'Y nwIYy 0'01dN ,90111

.0mdN 0'0'v1d 7 (... ,VIAwa 0I' ,Ya0uN ,NYY ,JIXN) DIY DRIN)

unt
0001 1001 1000 0000 R R
1 9 8 0 Date expressed in a readily printable numeric format.
0000 0100
0 4 Datef ::= SEQUENCE {
0000 0001 year  BCDString (SIZE(2)).
0o 1 month  BCDString (SIZE(1)),

day  BCDString (SIZE(1))

[EN-1545 '9 ‘72v ,(Environment-n yaijzn) wnnwnn 72& NT'70 3'IXN DX TTIj77 ' T2 wnnwn 1j7-27 12¥ 011191]

0'0YD] DMINYA DINIA Naxn - #1 nwnnn

JTI'AND D71V AT 0'VdN |21 NR NIXT?1 N2T7 TWON 'K VN9 NI NXP AR NT ,7'7n1

N122W NN) contact 7wnn Dy DAl contactless Pwnn Dy DA X127 D'0ON 17-21 '0'0TDY [N INNRD
(19702 WNNWAT7 NI'IRN NIFMNYON MY NIN'Z 0'01dNN M7 yT RN nan v |, (dual-interface
2V IX yan 7y Taw) awnn? "annnw PC/SC a10n 0N 0'0'0ID R WnNwn? IX NFC nin

NN NNYWONA NN IR L(NFC

[(Gemalto IDBridge CT30, Identiv uTrust 3700) 2wnn“ 2°nan 2°0°073 *X1P]

.0'0"ON DY ﬂ'\IVJﬂD\D']II\] 11019 NNYWONAY NIDIN WUNNWN7 NX1) NWd
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http://billettique.fr/spip.php?rubrique20
https://doi.org/10.3403/BSEN1545

Technologic

NITNIN NIN9N TIZN NIDINA WNANWNY? Y71in N1 [9IXA 0'012N 7V MINWW yTnn DX A'¥n7 nan 7y
,SIM, EMV, Navigo, MIFARE, e-passports :D0'0'01D 'Al0 [I1An 7w D1IN1 10197 n71D'w ,cardpeek

(M0 0TNA) 17-20 179K

:cardpeek-1 70 X1 0'0dN PIN

« [} Contracts 2020

* B record 1 29 11360CACATE4FF49EA91401513464750000000000000000000000000E &h

© Yersion number 3 = 0
© valid from 14 > 24/09/z017
© Issuer a > Afikim
O Tariff transport access 2 =1

. (ETTA) nminn 210
© Tariff counter use ] = 3

/ 1XYW =6

O Ticket type = E

Balance 24 NIS 5.60
O Date of purchase 14 > 24/09/2017 €4—NTINN N1'VO JIXN
O Sale device 12 > 4050
© Sale number 10 > 442

Y2 )Inn N X7 Contracts-n yalza X¥N1 NnX2 X7 "Balance” NINwnin .N12IM2 NRNIY 19 '0I9'V 17-21 0'0ID |DINA #77N'7 NNAIT]

[Counters-n

'RV 'DD) A% 77V N VNNI9] AT L,NTY 7D 0DINY D'V'AN NINdN DYWINNY INY '9)

.(un9n v PN

n'uo"ZoNn 7 nim1a LUA '09"70 NIVXNKR] YXINN IT N1dIN2 0'0'0D v |21 101D NN

.LNII9N NN NFNIYNRWN ITYY 71D 17W NITANNNL 1-217 DT0AN7N

¢ naxn "y DwpEn NINKA DYV X' NN NIKAY DNWORN KN cardpeek-1 9o 'win'y 'y

:reader-n 70N ,0'0127 D'O'VIdN XIIP |2 NNAINMY APDU-N NITIRD

card view | reader | logs
= [ =l | £
Connect Reset Disconnect Clear Save replay
SJEND 94 Bz 02 04 1D
RECWV 6AS3 # Wrong paraweter (3] P1-P2Z - Record not found
{nilj]
SEND 94 A4 00 00 02 =20 00
RECWYV 92000 # Norwal processing
(nilj
SJEND 94 A4 00 00O 02 zZ0 04
RECW 9000 # Normal processing
(nilj
SEND 94 Bz 01 04 1D
RECY 6C10 # Wrong length Le, see 302
(nilj
SJEND 94 Bz 01 04 10
RECW 9000 # Normal processing
31 54 49 43 ZE 49 43 41 00 00 OO0 00 00 00 00 00 1TIC.TICA. . ...
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https://github.com/L1L1/cardpeek
https://github.com/L1L1/cardpeek

Technologic

D'>N 0'0'VYD ¥ MIYPNA 71IFIVIND

?0'dN 0'0'vYd DY DN 'R TX

,(DMINVP7X D'van) contact NIYWPN AT [N (N'VANNLEZ?R N1N}?) contactless MIWPEN AT [N

L2'0R79X 717I0IND NI WIN'Y D'WIY D'ADN D'O'0D

:N22 NN 0'DN 0'0'VIDY NINwWaw APDU-N NI 70 7w 7750 vn1ion ,1SO 7816-4 9"y

CLA INS P1 P2 {Lc Data Le }
\ )\ )\ )\ J \ )\ J \ )
TNXR V"' TNX 0" TNX 0" TAXR V"' D' 3iIx1 D'uv'™M Lc n'v'M 1-3

:0'P7NnNn TNX 72 75 110

niynun oy D' ' D v [pnn (D1 proprietary ,'MUwyn) "nRNN Npnn" CLA e
NTYUN 7Y WA I7-00 Y Npna N9 L(secure messaging 112) TN NTYUN JIN2 NIY
.0x94 2N7 NIn NN

.'I51 READ RECORDS (0xB2), SELECT FILE (0xA4) 12> nnxy nXINN :INS e

DXNN] NINYNA 10N19N 7Y NIYNYNnn DNoN N .NYRIANN NXIIN 7281 [IWRIN 100190 (P1 e
.NRIN NIvnwn?

W' DX, NYRIONN ARIN 7awa NwUN 0NI9N (P2 e

yTm TIy ' DX 71 0'0107 Davmi 0'rxoIr on ("body”) APDU-N 7w nwin #7nn 7w niTwn 7D

TN'Y D'UM 7Y KINWYTD 19017 '9Y W'Y IX ,0M0N197 901 1'ayn? DYNY NINwn 7TIa

.0'0"dNN NaIand

DXV D extensible integer 7w TIT7 N9 w' :nwn .(D'0'1) 1'ayn7 D'¥NY Data-n IXK (Lc e
.77XN NX 1IN 0'X20 0'0"2N Y TX1 0 D'AY ,0'0"2 255-1 INI' 1'AYN7 0'YN
.DMUN197 qom ,N'avn? o'YNY yTn (Data e

.NAIAND 'TNNYT 0'VIdNN NDI¥NY "m-ormn D'V"AN 950N Lle o

NI NN VIYD KIN 0'012N NAIYN 7w VNIIDN

{Optional data} SW1|SW2
\ J\ ) \ )
D'V 7Y NNIYN 190N TAXR V"2 TAX V"]
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NTIP9 V¥ NINE NT'NY) KIP7 ITNIMY 2Y9IX VTN 2011 VIYD NAIYNN 0NIID ,nwyn?
NINY N71¥9N0 DXN D'0'0dN KIRY MI7 Tvnw (SW1 + SW2) status word Tivi (yT'n n'rnny

LORAYN NN (K'Y IRY NN 1)) X7 DXEL,NNYXD VY27 N01

, MY .0NN TNX 72 7w nivnwnn nnil SW2-1 SW1 ¢ 0MwoKRn 0'DWN 72 72y 019N [amd [Pnn
NXRIY D1'¥Nn 0XOx6FXX Ty 0x67XX 027wl ,(Normal Processing) nn*7xn n71yonw |'¥xn 0x9000

pnnw yTna Rnw'd

.(Calypso-"7 NI'o¥90 NIX'AY 7710 X7) [XD KI¥N7 TWON D'MIWONRN NRAWN DY 770 7w vno
(m¥j72) o'mdN 0'o'vYd 7Y NITIES

DN D'MONN D'0'VIdN 7D K7W DA |"¥n 72X ,NIIY NITIR9 39 750 102 ' Tan ISO 7816-4 [p7nin

NN NNX 2 W NIFNWOKRN 701 IR 7102 Ny

I[N 0'VdNN YT AIMDYTI RNRY "D NIYNYNY NI NIXIDIN NITIRON wnn

7y (Dedicated file, DF) "n"7'n" Ix (Elementary file, EF) "ya1" 21n1a :SELECT FILE (INS=0xA4) o
Yaizn NI 1910 1N1Y Yaign .P2-1 P1 DMounioa 011Ny '9d ,0'ion DY IX 2N LID D
1R ONYNINYT N0 NIKAN NITIRONI DN

IMIXI NT'N1) D'Ion elementary file-n D'-record Y'TNnI X117 :READ RECORDS (INS=0xB2) e

.(records N1I¥2 VNNI9N PX YAl
NN77 0'7'NNN NNNY record-n 190N NX DN P1 =
D227 + (*Nd1N Yaizn = 00) wziann yaign 7w SF-n Nk 7 n P2 =

TN DIN2 0" record 7¥ [DINN NX DTyn :UPDATE RECORD (INS=0xDC) e

[PTVY'? N¥W record-n 190N NX 7On P1 =
D227 + (*Nd1N yaipn = 00) 0" record-n 12 YaIpn W SFI-n Nk DN P2 =

.07 elementary file-7 wTn record q'om :APPEND RECORD (INS=0xE2) e

009onP1 =
.0'722T + (*nd1nn yaipn = 00) qonn' record-n I'78W yalpn YW SF-n Nk 9Dn P2 =

NX 7377 N 7V nwnwnl contact A¥N2 7Y NIMTY NTIPS GET RESPONE (INS=0xCO) e
transmission protocol-a 7257 N1 NN K7W nann” prT ANty IR DNTIRN N71V90 W nannn

.(1ISO 7816 Part 3-2 0IN'D IX1) "NdIN

NITYN NYI7Y 722 wnnwin'? 0'¥N WX XD ITA DTI792 WANYN7 )X 1AW N1j7A7 D072 AT :nwn

.Le nx TTIj77 [n1 X7 7ax ,(vT'n N210 7277 DA yTn N210 ni7w7 pa) body-n 7w
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https://www.eftlab.com/knowledge-base/complete-list-of-apdu-responses/

Technologic

NIdN [71D X7) P2 DNTAMY NISO0N NITIES NN NIYYY 710! 0'0dN TIV NN w'nnn? '
:(0'0'vdN 10 722 NN

INCREASE, DECREASE o

SEARCH BINARY ,READ BINARY, WRITE BINARY, UPDATE BINARY, ERASE BINARY e

GET DATA, PUT DATA o

CREATE FILE, ACTIVATE FILE, DEACTIVATE FILE, DELETE FILE e

SEARCH RECORD, WRITE RECORD e

VERIFY, GET CHALLENGE, MANAGE CHANNEL e

EXTERNAL AUTHENICATE , INTERNAL AUTHENTICATE e

0'0TdN 2107 N'9'YO0 NITYIMY NITIZ9A INNY 2D DA 071! 0'AdN D'0'VID NN NITIPS TAN
,D'M12'Y DIPNA NITVINNA K7W proprietary NITIROA IX (DN7wn NITIRO W' SIM '0'01D7 - 7wnY)

wnina Calypso 7¥X NXMIY '9)
nivion

Dy MIYpPNN At USB 91007 7311 USBPcap n1tval ,ISO 7816 7w 177N dissector W' Wireshark-2
D'MDN D'0'VYD 'NIIP NWYN? NnX Am '8 NINPYIY NITIRON NN PITa NIKYE 0'0dn

,USB CCID X1j7aw 71j710n9 niyxnxa USB “7yn awnnn oy nMam (PC/SC) awnn%? oMannny

.ISO 7816-4 7w APDU-N NITIRO NITTIZN DTN 217101090 7unl

:SELECT FILE NnTI?9 7w nj7na ,7wn% ;73 nR N

4 T50 7816 Command APDU
[Response in frame 2]
» |Class: Unknown (8x94)
Instruction: Select file (@xa4)
4 Parameters

4 Parameter 1: 8x@88 (selection control)
Selection control: Select MF, DF or EF (@x@a)
4 Parameter 2: 8x@8 (selection options)
. BB,. = File contrel information request: Return FCI, opticnal template (@xa)
...... @@ = Occurrence: First or only occurrence (@x8)
Length field Lc: @x@2
APDU Body: 2000

[SELECT niwjza? my RINY 1127 *T> 0'0107 NIV cardpeek-w MIUNIN NTIRON]
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Technologic

ATR-1 'MIDN AT

IX pyscard N'M9%01 WNNWN? 7311 ,090 NIYXAXA N'NIDN NITIED 0'01d7 NITW? N¥11 DX

:NNAIT? .IN"97 card N'M%02

>>> from card.ICC import ISO7816
>>> ravkav_card = IS07816 (0x94)
>>> r = ravkav card.SELECT FILE (0,0, [0x20,0x20])

.0'01D] D'¥27 NOWAI NITIPD NP0 7w NNNIVIN YXA7 NIn 7y ,7un? ,IT N"1901 '"MunNnwn X
,(1ISO7816 vP™AIXKN NO'Y' NV NN TIRa) NIYRIN DTIRON NN7WIY 197 TIY ,nwyn?

MIWURIN NN Nyl Answer to reset (ATR) NXY71Y VT'n NO'S N'1I|7'7 2'aAyn T'nNn 0'vdN

Dal (T=0, T=1) nnNIN transmission protocols-n 12> 0'VdN 2V WK VTN 71707 Tvil ATR-n
NNTAN 190NN NN DMYS7 017710 historical bytes-n 10977 '0'01) 7w NMjpna historical bytes”
N TN-TN INIXK NINT? NI D ,(N"7'XT NIxa - N9 1'70 09 TN DAY D'0'™ 8) 0'LdN W

.'9'¥D0N 0'VIIN 210 7Y YT'N DAl NIA'NN Ny

:D'TAIY NNIX IN'RY 0'01DN W ATR-N DX NIKTY Y71l

>>> ravkav card.ATR scan ()

NN ARXINN DX I'D.|7:II

smartcard reader: Gemalto USB Smart Card Reader O
smart card ATR is: 3B 6F 00 00 80 5A OA 07 06 20 04 2C 02 73 BF DB
ATR analysis:
TB1l: O
TCl: O
supported protocols T=0
T=0 supported: True
T=1 supported: False
clock rate conversion factor: 372
bit rate adjustment factor: 1
maximum programming current: 25
programming voltage: 5
guard time: O
nb of interface bytes: 2
nb of historical bytes: 15
None
historical bytes: 80 5A 0A 82 90 00

7w '01TIV0N YTNT7 "ayn NI fayn vy TTIipn 0'ysY7? Calypso '0'01d W ATR-aw 17 D'w

M7Vhw ATR-1 ,nnaiT? .1SO 7816-3

ST16RF52 NIn 0'0790 7WW 9*'¥n 210w ['x¥n -[0A] =

Extended Calypso application, Calypso revision 2 |77 DXIN 0'0DNVY |''¥N

(6#) File Structure-n 1900 NN |"xn {06]

Calypso Networks Association XIn N12INN x"w [*xn -[20] =
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https://github.com/LudovicRousseau/pyscard
https://github.com/mitshell/card
http://pdf.datasheetcatalog.com/datasheet/SGSThomsonMicroelectronics/mXyxxzr.pdf

Technologic

(ROM, EEPROM) N1DINN NIXOY'A NX DA'XN -|04 2C| =

(0041140186) 0'0I2N 7W *INMON 190NN 7Y DANNNN D'V 4-0 - .

-0 Nnwn CD97-BX a10n 0'01D 7w 01INI7 NN'RNN L7WNY LI7RD N'O'YO0N DRININ N'¥1ANIR
.CD97-7 NIM'RN 2¥N1 X¥NIW 1NTIN CD21 0'01d2 NI AT MPNA D ,IPY nwyn? InT .2000

KX 2ima 72 (Watchdata 7wn?) onk 0ro'onna

yan X77 nhivpn

t - yan X797 [amd XN NI AXIDIN MIYPNA NIY 0'012 MI'-DI'N Wiyl
) [2) NN'RNN NIVAR DY NOWN 7V 0'0IdN NX D'N'N VIYD .NFC NITY

yTn avn? (el (|IDU'\NYJO IX NTIV™ N1IDN DX

- DVN'VI0 10-n NIF X7 7Y NNHVA TIAY? N9INNI 13.56 MHz VTN NY¥ANN van X77 nMiwpnn

.01TIV0 NFC Y'wdn ' Ind

AT NN N'VAANNVRZR DXIYN NNTVA TIAVY? NIn 7V 17 WNTY Munn DX 72 0'udn

' Twnn TR 0'7721W ,B-1 A) D"OINYK D'0'VYD A0 W Y Tan (ISO 14443-2) ‘07N [PNn
nN'Nn .Type B-2 D'wnnwn 2anY Calypso '0'071 WWKD L(Win'waw modulation-n NIV'WA IXWN

.N"MY7 noa D'U"J.-I'?'P TIXA NND XD IT N*AI711002 nmivpnn

NN'RNNVY [soDep NP'7NnNN NIYXNXA 0N D'0'VID DY WWPNY7 [N ,N'MIDN 11NN ,T'RNTIKA
N'VPY7ONR 7IPIVIND IMIX DY NITIPS NITYY? TWON transceive N'¥j71190 NITYA .ISO 14443-4 |pn7

DT 1I'RWY

IsoDep tag = IsoDep.get (tagFromIntent) ;
tag.connect () ;

byte[] SELECT = {
(byte) 0x00, // CLA Class
OxA4, // INS Instruction

0x04, // P1 Parameter 1

0x00, // P2 Parameter 2

0x0A, // Length
0x63,0x64,0x63,0x00,0x00,0x00,0x00,0x32,0x32,0x31 // AID

}i
byte[] result = tag.transceive (SELECT) ;

NX NIA'XNY NINNX TII'XP"?DNI |"'7]IN 1j7-21 ]'\"X|7"79N3. 0O'0NDdN DY MIYPNN hvninn IT )07

di-20n VW 'R TNl 0TINND
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https://he.wikipedia.org/wiki/%D7%94%D7%A9%D7%A8%D7%90%D7%94_%D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7%9E%D7%92%D7%A0%D7%98%D7%99%D7%AA
https://developer.android.com/reference/android/nfc/tech/IsoDep

nNNLANXR

NYPANNN N7RUN N7RWI 2D N7RWI N1 1%7w)

- IN ,012¥0 )N DX IXY7? N2 Counters-n yalp 2y INCREASE N9 y¥a? TNX 701 van nn
IWONNY NTINT NTINN 10 DX NIW71 Contracts-n yal 7v UPDATE RECORD NI y¥17 ,'917'NY

'N01 N2AN ?Ni722am M7 nivrol

>>>r = ravkav_card.SELECT_FILE(0,0,[0x20,0x20]) # contracts file
>>> print ravkav_card. WRITE_RECORD(2, 4, [0x01]*29)

['WRITE RECORD apdu: 94 D2 0204 1D01010101010101010101010101...01",
'swil, sw2: 69 82 - checking error: command not allowed: security status not satisfied', ..]

.security NN 172y

N1'YU IX (0IQIVINA NY'0] NTA) 0'VIdN 7Y AI'N Y¥ANN 'K ,)2 DX .[AINd 777 2 "1 TV X7 0T TX

1YY wTNn
NINVYIN

NIV NN NIXWINN L(FCI-a Access Conditions) 17Un NIXWAN VO DTAIN YAl 727 INMKD

7'vo Secure Session W'l NT'NA 12 D'WNNWNY Key-11 Y¥17 D'OIMY NTION

:File Structure #6-2 NNTANWY '9) Yalp 727 NIXwINN 707

/ nupan a'71ye Read Update Write* / Append /
Yali? Decrease Increase
ICC Always Never Never / Key <=1 -
ID PIN Session, Key <=2 Never -
Environment Always Session, Key <=1 Never -
Events Log Always Session, Key <=3 Session, Key <=3 Session, Key <=3
Special Events Always Session, Key <=3 Never -
Contract List Always Session, Key <=3 Never -
Contracts Always Session, Key <=2 Session, Key <=3 -
Counters Always Session, Key <=2 Session, Key <=3 Session, Key <=2
Free Always Always / Any Key Always -

.Ta%2 (Logical OR) 1-% n'vra Y190 N> WRITE RECORD nipe *
YT 0'0ID7 2IMDY "D KINWYD Secure Session 7W DI'P2 NTdN W'Y NIXTYT TWON 7'W7 n7a0nn

JNivnun
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Secure Session-n - Calypso 7¢ nnvaxn 7TIn

Secure -n VS0P NIN 0'VIIL NIXI] NIYY? TNX 75N YIMY7 *13 0N Calypso-w Mp'vn [I'vIn
T 7Y D"NOoNI 0'VDY Open Secure Session NTIRON NNYW T 2V 'NNN Secure Session .Session

.Close Secure Session nTI79n NN'"7Y

q'WON WK L7 .7'W9 Secure Session W'Y |NTA 71 D'A'YION D'-record 7Y N2 TWONN 0'0IdN
75 0TI NN ,0'010N 7V NINWY 'D00N VN DK NNY? XA RINWTD awnn IR ("terminal”) o101
NTIPO N7 910271 ,Update Record NTIo yx¥an pn WNX7 ,0pen Secure Session NITIP9 N7Iv

.Close Secure Session

Jinn Do 8 INA (Message Authentication Code) MAC DX DTN "W ,session-n 9102
"TI0O NN9N 7V 002NN X' MAC-n .session INIX 17NN X177 0'VdN |2 NNAYY MIYPNN 7D

JTTN [DINA XTHNIE D00 16 IR qnivn

0'LdN 7Y YT [IPTY 70N

)2 XD 17 21 7V 019'0 DRIMA [IDTY 70N ,n7un'm vann

7apni ,Calypso N"'M NX 1INQY7 *T> SELECT APPLICATION NTIZ9 0'01D7 N7IYW teminal-n .1
.01 YTl 0'0dN 7W IRMI0N 190NN X NITN2

10T ("RIPR 190n) challenge qin'¥a Open Secure Session NTIRS 0'VDY N7IW terminal-n .2
challenge 1T N TI97 N21AND 'TNN 0'VDN (3 IX,2,1) DNNN MIYPNN IN'KY NNONN A0 7w
yTn '019 190ni ,(Key Version and Category - KVC) 17¥X MnMwY NN9nn NOMA NX ,17wn
.0'o0N

DNIN [2TYn ,D*-record XIIP :NYURIANN N71Y97 DXNNA ,0'0IdN 7V NI71IYS yX¥an terminal-n .3
IX INCREASE, READ RECORD, UPDATE RECORD MNITIP® NIY¥nX1) D'-counter nmwnl
- (01N 1) 0'01Y KN A "YW 'VRYORN VTN 7 ,nT 1% D1 (DECREASE
.0'0" 8 1IXA *digest M1DTYVNW hash N'¥j197 "avin

910N MAC-n DX 72177 Nan 7y wpiann NNonn Dy |9¥Im digest-n ,session-n 9102 .4

-0 7w D1'7vn D'o"MaN NYaIR qiya Close Secure Session NITIRD 0'0X7 N7IW terminal-n .5
AYN XNy MAC-n 7w DRIMNNN D'0"AN NYAX DY 2'Yn 0'01DN ,NAIANA .aw'N XIinw MAC

-NY NN'MNN OX T 70120 AN0IY yTmin 70 ,Na101 X7 72'p 0'0dNYW An'Mnn DX ,9I10171 .6
(DITROR P97, "N IXYT) WWIRND K7 n0'DN N1 K7 72 terminal

N72p NN NMYUNAY 0NUNID K77 "Noitn” GET CHALLENGE nTIpo 0'0107 N7y terminal-n .7

.Close Secure Session-7 nanlann

.0"7'701 X717 NTIPD YW N'orx90 status bytes-n 72X ,|> Da MAC-2 7701 Open Secure Session-n NTI9 7w DINN*
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N19¥NN 'MNIATRI MAC-n 21W'N

TNNRA IwNNY' terminal-ni 0'0vdN MAC-N 2IW'NI NIN'RD YIX DWY? 19077 '0on ' 7y
AES Ix ,(Calypso 3.1+) Triple DES ,(Calypso 2+) DES-X ,(j&'n) DES :D'Xan N19¥NN MNMI7RN
,DES-X XIN N19¥NN DNMIA7X ,Calypso 2-2 D'UNNYN YN 0'0'VIdN 2NW NKN .(Calypso 3.2+)

N MAC-n A DNRYR i

NNSnn 7w N1 DV digest-n Nx 0*72nnxn .1
NTIPO ANK NTIP9 ,session-1 N2VYW 'MIYpPNN VTNl digest-n NN DDTVN .2
2 DES-X Dy INIX 02'9¥n ,07wWIN hash-nw (X7 .3
NNoNN 7w (DIWKRY D'U"2 8) IWXIN '¥N2 hash-n X DMojMm .X
NNOSNN 7Y W '¥na Dy DES NNTya NRXINN NN D'9¥N .2

nNonn v [TUXIN 'XN2 NAXRXINN DX AIY DMopn A

D'0I9N NN LINWXYT .Innovatron Hash NXAj71 hash-n Nvypao ,Calypso 'Dnon '© 7y ,nT Njzna
,AES-1 IX TDES-Q D'UNNWN TWRD .NMNID NFYLINIRITA RI¥XAT7 TWON 'R IT Y19 7¢ D' 1IN
[N ININNY '9) ,Algorithm 1, Padding 2) CBC-MAC n'n' MAC-n QIW'N DNNIAZR ,NRT NNIvY

.(ISO 9797-1

D' TIO NINNON

NINN9N 3-n TNXA D'YNNWN terminal-nl 0'02N ,MAC-N X X"71 MIYPENN 7V DINNY Nan 7y
secure -0 NN'M9 Y'7nNN] .NYZIANN N71V97 DXNNA 17WN DNTA W' DN TNX 727 QWRD ,0'"TI0
X 17 '7Nn 0'vdNIL(Key Index) WNNWNT? 1IXI2 NN9N AI0 AT'RA [''¥N D'0'VIdN K ,session

Awnna TV Nk 19D ,(key version and category - KVC) 17¥X NN TAMY NN9NN NOA

DN D'IYORN NINNONAN 'AI0

(917'n) 0'vdN NX 2'NYT 'TD - Debit Key (Key Index=3) e

0'0Y17 D'YTN D'TIN [IVVY7 *TD - Load Key (Key Index=2) e

"D 1"7p2 7V "172 YT 0'01D'7 MDY 1D - Issuer/Personalization Key (Key Index=1) e

XINW7D NN9N 7Y Index-nw 733 .0'01N [IN2TA N1AIM NI¥A MINYI 00" 16 NIXA XIN NNS9N 7D

.MI2N2 NI NINIRA NIRYAN 702 KID D 0N oy

N™MO0N 190NN :DMAT YN DT DAL 1Y DUTINY DA D'ION 0'01) 7V DNINYWY NINNSA VO ‘7
0'0Y) 7W D'TION NINNSNN DX DA LIT) NIXA .(master key) D'RNN 'WXY NN9NI 0'0ID ININ 7Y
“w diversification-n 12200 XN1j7IW NN) D1AIN DINWI D71V2 D'0'0IdN INY LINWIX 17aN00 D'Ion

.(ninnonn
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Transaction Counter-n

-N 190N NX Transaction Counter-N DWA NN 1910 0'0IdN ,Brute Force NI9PNN vin7 1
Open Secure Session Y¥XINNY D'AYON 190N NX L,ZI'T IN'Y) 1IN 702 MY'pNnw Secure Sessions

.EEPROM-2 w1 nimn .(nnnx NITIEO 150N TV IX

T 200,000 NIA'a02 N 'NNn 770 )0Taw 0o 24 IR 1900 XN Transaction Counter-n
711 0'V1dA ,0-7 V'an Transaction Counter-n TWXD .Open Secure Session yXIanw nyo 771 1-2

.keys Ny IX Secure Sessions yx27 ANI' N X7

nwI?wa Transaction Counter-n 1Y NX N'TNn (INS=0x84) Get Challenge nTIponw 17 D'wa
:DTINY D1I'79N 0'0" AN

>>> ravkav_card.sr apdu([0x94, 0x84, 0x00, 0x00, 0x8])

ALLENGE apdu: 94 84

- normal proce ing: cC« accepted: no further

qualification', (144, 0),
[3, 10, 32, 192, 135, 134, 196,

271~y T2 199,200 1X 03 0A 20 NIn Transaction Counter-n W IT NNAITA

Open Secure -n NTIP97? NAIAND 'ThN 0'V AW challenge-nn 770 NN AT NN 27 QoM
07 2WNY? NI AN 19> D' 4-n DT challenge-N 7w N'9NVIRN IT MIXAY |"¥X .Session

.TA72 TNX
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17-21 M'YO - #2 AYNnn

'9D ,9001 [7-21 0'LY v wTNn n1'von ']"7nn NIX NIX'YN NIRY [N TXD DATR AT ,7'7n1

DTN 'NNaonYy

NFC qnin 1970 IX D'0'VYD X7 DY AWNN NN I7-20 [Iv0Y? [N ,uITD

?N17V19 178N NIDINN TXD .HopOn IX ["'22IX 17-27 [12D NITIY" NIDIN D11V

NN DY X'NY (RavKavOnline.exe) awnnin 7y N'TIv" N1DIN W MIpnn WAIT 221X 17-20,]D1l

.7 WebSocket nw oy naTaw (n1ix'a 121 IX) Go

TN NN LI*9PNL,0'0D7 NIYY? W' APDU-N NIMIRD DX (0V1"7p0) IT N1DINY N7IY NN
IX NINN9N DIY Y707 n'D' (N1 X7¢ [2md N'0an N7 Design .0'01dNN NTNY NIIYNN DR NYY

.T272 DNW TY2 NRYNY NN N2Mvnn ﬂfl')\l'?i’lw jnon ,client-nn Nn'nn MNN9X

nATtva USB-n 172 Nay nn XNl D'Y7pw 30-2 wTn "My 1wt AN ning? wpal nan ) DX

.Wireshark

n910nn

:1ISO 7816 7\awa '0NTIVO T AR 7N N7V NIYRD 12N LIV7RINY DITIEON 7V 11AY] UKD
INS=0x8A N'2y2 N'VITIVO X7 NTIPS N'KI1 YNOW TV ,*71D1 D'-record NXy D'XIIFZ ,0'¥2P DN

:Open Secure Session -

Select file

Response APDU (to Select file)

Get response

Response APDU (to Get response)

Get response

Response APDU (to Get response)
Unknown instruction

Response APDU (to Unknown instruction)

[n@10n2 M'®Mw 195 Open Secure Session-n NTI9]

N'0ITIVO X7 K'Y 1NN IT NTIPO 7¢ VNN NX 10197 N*7X¥N K7 Wireshark ,0'kIN 1INIXRY '9)

.NIN DN X7 NN

N1 Calypso 7w GitHub-2 722X ," 127 'anio X7 Rin Open Secure Session NTIR9Y7 2'ITAN TIV'NN

.Open Secure Session NTIP9N NX 101971 NI7WY YTI'YW kayple-java DwA TNXR OR'ND RI¥NYT
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JPRY NRT] NO10N NY'ANY '9D ATION v |21M2 72N01 DX TX

n¥MY nnonn 7w ID-n nx 7710 P1
k‘ IS0 7816 Command APDU

nnon It ar |'T1|7YJ3.) . wnnwnY ‘\ [Response in frame 84]
\\1 Class: Unknown (@x94)
\ ces. Bl.. = Secure Messaging: Proprietary SM (@xl)
\ - 3 .
9 Yy ,NI'1|7'7 AXMIY record-n 190N \\ ...B-El- = Logical channel number: or unused (8x@)
Instruction: Unknown (@x8a)

‘ANonn 4 Perameters

NX DAl (Key Index=2 ni7> ,n1'von

0x80 + recordNumber * 8 + Keylndex AParameter 2: @x38 |

< LAPDU Body :
ANV yalpn 7w SFI-n N 7910 (P2 X Ralnknke RS ST

SFI * 8 nnonn 9"y X7/
’/I
challenge 7w n'u"a 4 :Body

[M1'wo N 0'0137 NN'7wWIW Open Secure Session-n NTIED [2IN]

Nt o'vYDN XN IT ﬁ'l'l|79'7 naliann

0000 60 03 09 c2 3a 20 00 06 ec 0a 04 alc5 a6 82 f5 "..A: ..i..jALS
0010 511998 12 27 00 00 00 00 00 03 14 cd 458000 Q..."...... iE..

0020 00 00 00 00

,"Ratification Data" - pin'a .ax" 0'0dNW challenge-n - DITRa .(NNSNN NoNA) KVC - 71202
NNP7 NYpaY record-n - 71INd2 Ty ratification 12y X7 DTN session-nIl NT'NA 70 N7vY

.(Environment ¥ DINN N7 NpN1)

21¥ NI9011 Open Secure Session NITIZ9 Y¥11 OX .'TNN 0'0DNW challenge-n W7 17 n'wa
TI'Y NN 11D AR NN P7NNY TV L'017N7 'RIPR DR challenge-n 7w LSB-nw Nk ,Q1WI

.transaction counter-n INT -

Read Record NITIPO NIyXIANW DO'RN 1INIX ,Environment-n yalj DRI session-n NN'MD NX7?
2TON '97,0'KAN DTN DR NIKIIPY NN

(0'v102 112X 90> NNd=) Counters-N YalPa [IWXIN record-n .1

Contracts List-n yalpa [lwRN record-n .2

Events-n yalpa no*-record-n NWw ‘D .3

Contracts-n yaljpa 0'-record-n mmw ‘D 4
5

Special Events-n yalj7a 0'-record-n NY2IX '
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NI

TN W'D ATIND DX 9*7NnY7 * 1D ,Contracts-n Yalpa [IWRIN record-7 Update Record yxian .1
YoNIY wTNN

N1'YON N71Y9 NX TYN7? "1 ,Events-n YaI7? Append Record(s) yxian .2

1> Counters-n yalja IR record-7 (Unknown Instruction-> y'oin 21w) Increase yxian .3
'MU7NNY 900N DIDO NTYW - "71'¥ T 3750 NIN IT NTIR92 data-n .1Iaxn 9odn NiNd NX 7'T1an?
ot

Close Secure NTIP9 K'N RITN - INS=0x8E Dy Unknown Instruction TIy N910N2 NIX7 [N ,91017

N0 (MAC) nin'nnin 97NN NX N77DW Session

4 TS0 7816 Command APDU
[Response in frame 148]

4 T50 7816 Response APDU
[Response to frame 151 (Get response)]
APDU Body: eecffbds
Status Word SW1: Normal processing (@x98)
Status Word 5SW2: @xe8

» Class: Unknown (@x94)
Instruction: Unknown (Bx8e)
4 Parameters
Parameter 1: @wBe
Parameter 2: Gwid

Length field Lc: exed
APDU Body: Sdedfle3

[(body) 17w NN qi¥a XN T¥n Close Secure Session NTI9]

[(body) 17w NN gi1n'¥a 0'0dN TN Close Secure Session NTIZ9Y7 NAIWNN]

NI'¥PTII0N NNLVAX 7Y TIY

NN 9w T¥7 DA ND'wnn XX ,0'-MAC 2wl Secure Session-1 NNdNON X7 109772 NNVAXN

JN'un
0'-SAM - D'"'TOIN NNVAX 'AOM

172 DNINY 0'VD VTN DX NNYY D'2210nw (master keys) DIIWN D"WUXRIN NINNONN
NN'W DN IR terminal-a NawY? 70'w ,(SAM) Security Application Module - *Tiy* nnvax

.7ninn

:DN7wn NITIRO 7w 07Y VO D7 W'l DNYY] 0'AdN 0'0'VID NWYN?7 0N 0'-SAM

1o0nn 9"y nton 0'0D7 o'RNNN Key-n NX DN7 man 7y - SELECT DIVERSIFER (0x14) e
17w 780N

0'00Y% M1"w challenge-n NX AwN? Nan 7V - GET CHALLENGE (0x84) e

NNONN 7w N1 DY hash-n 21w'N DX 7NNKYT? Nan 7y - DIGEST INIT (0x84) e

qon NIVES AT hash-n NX DTV? Nan 7y - DIGEST UPDATE (0x8C) e

NN'MNN 21IY'N DR D07 NN 7Y - DIGEST CLOSE (Ox8E) e

NI21 0'VIdN NA'MN DOXRN PITA7 NN 7V - DIGEST AUTHENICATE (0x82) e
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Dn'-SAM *aio

72121 N'9'¥90 NLVNY WnNWwn Dnn TNX 72 TWKD ,0'-SAM 7w D210 NND DIY' ,9012 NNVIAX 1'N'9D

.TA72 NIRTN N'O'XO0N A71IVON NX NIYYYT 17 DNWORNAY NINNON

‘DN 7Y wIN'y DN WYY 0'-SAM-n 'A1I0

0'R¥M .(Load Key) qI7'nI D'wTN D'TIN N1'WO DWOXRAN NINNoON 771> :(Card Load) SAM-CL e

DI NI2>12,0'0IVINA IR NRIDNA

.(Debit Key) Ta72 qiz'n nnwoxnn ninnon 771> ;(Card Validation) SAM-CV e

-0 Y2177 N2'Md 17D ,nxT2210019 DNWOKRNN NINNSn 7710 ((Card Personalization) SAM-CP e

.(Issuer Key) Environment

("0 " NITyY) YIRD 'anNa 0'Y'YoNn 7w 91N NITAYA D'RYN)

Pre-) D'0'0vd> 7INNX  DwoONn  :(Card Pre-Personalization) SAM-CPP-K/SAM-CPP e

wUn ,0'apn N 0'1d NINNSN WA0N 771D Nt 1*7nn .(Personalization

™0 "V YR INLI7 D'7RwIn 2"10 SAM-n 2w ixn X My yxann iz a0 'o'ond 7InnR

JNtun

:DNX D'-SAM-1 0I7WY7 ' TO D'YNWUNY win'ya 0'-SAM 'a10 1Y DIY! |2 Md

21>* SAM-CL a10n SAM-w Ni'yo0 7w 'm'opznin 190N VI7YY 1> wnwn :(SAM Load) SAM-SL =

.uxaYh

PTY? - oNX D-SAM 7nnx? 720'w TN SAM-n InT - (SAM Personalization) SAM-SP =

XINI NN'WN 1 7¢ DIMNRN NNN XXM AT 201 "Master SAM™-n X171 XIn D7 .DINNo9n

.DNX SAM 201 7NN KIN DNAY D'MYSN 1AM WP DN N

(SAM-SL, SAM-SP, SAM-CPP/SAM-CPP-K) MdTInw DAINNKRN D-SAM-n 110 NI 78w
N7wUNNN NMpa Y1 0NY WNL,WIiNn'wa X7 DN QWKRD NID0D1 DN DN 20N D'NLVAIRND

W7 nyn ‘K71 NND0 NIYXANNI D'ADIN 72 7W NIYIN INK Apyn Al 7ninn 9o .0"hwnia

[i7-270 0'VYD 7Y AI711D0N TN
www.DigitalWhisper.co.il
30 2020 NanxT ,124 '




Technologic

MINNO 112N PIN1I (WINWRK) Ratification

I'TIN WRI NTNAW )27 ARIT DT 122N .ratification Dwa qon 'MNvax 1'¥'o1 o'Rann Calypso-2
ax¥n NIt X7 D71V7 ,secure session 17NN MINND [9IXA 7NINN XIPN 27 0'0dN 12 (Vani IX)
YXINNT I'N DNIMKRY NI71Y90 75W IR ;71175 .AN21 NNK2 ANDAY N IMKRY VyTNnn 770 71 11y

JIWXANN X7 NI71yonn TNX QXY IX - (NINMNN DMK 7712) Niyxann px

nn'nn oy Close Session NTIZ9 NN7WIY ANNRY 7NINN MIYHPD 1AW NP0 DX 1IN97 X2 AT 1'¥'
NJIN J) 2'IN 12D 0'0IdN AT 27w .I7W AN'MNN DY IT ATIROY MY 0'0IdNY 197 7K XN

.0'07DN NIM'L'A7 IR NNAKRYT 71D' X7 XN AR ,('M0a7 KIpnw

AYZN TWKRDI DR .NN2AY71 90d DTYY7 ,secure session 7'NNNY TWOXR 'X :NNVAX N1'NAN NR7YNN

2T 17010 v 1IN NI7IVON 72,1201 secure session-nw 220 7NN’ 00107 XIpn |

Secure Session=n 7V TIY

[OIN X DIRNNY D'VIVD NIY¥NKA 0RAIM 10977 W Ratification-ni Secure Session-n NnIva

TYIN' N2'NON NITIPON NNX NIY¥NX] AN2IY YT'N ,Session 2A¥na 0'0dN TIY 2 007w n71woNn

LMD YTNAN 7Y 0own DR TaN? an YA

D'RN7 2ANO" YT'NAN .O"NMRN D'DIWN K71, T¥A NNYIY 0DIyn NTne AP VTN INIX AWK

20" session-nw yana 1 EEPROM-1 o''knnn

Nt buffer-n AWKD .(D'0"™a 215 995 )1T2) D'Ion 7TIaa modifications buffer Aniw 0*v1dN P W

.702nn session-NI YTM NIANRY NITIPO Y¥27 WNIF N X7 ,session-n [AT2 X7nNn

11bY17hh]

N'INT-12 DT NND N'OIIR'T NIN9Y7 N'DIN DTN NNVARN 77N ,N7YN7 1'RY '9)

17 W'W dnn 9od NIt )7 w'w Ivo7 ot N X7w ) terminal-7 0'0NdN W niimakn NX .1
(nnxa

D7w7 "7an 9021 0'vdN NN [IYL? NN N1 K7W *TD) 0'VDY7 terminal-n 7w NiMRN DX .2
('mmxn n'wn NNy

IN VXX yT'Rn DX JNy7 MITM y¥a% ' [N X799 71D) DN NAvme yTnn Ny Nk .3

(replay attack yxa'%?
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X'n flow-n DI>'0

DdoNn D'WNa IX Demo ValidationTransaction.java Ti7a I 2'nn Flow NX NIX1? N1

XAn

(Security Application Module) SAM

11. DIGEST
AUTHENTICATE

8. DIGEST INIT,
DIGIEST UPDATE...
DIGEST CLOSE

(UPDATE repeats for
every message

3. Response to

GET CHALLENGE

(4 bytes of SAM

challenge)

1. SELECT DIVERSIFIER

2. GET CHALLENGE

(Card serial number)

(Terminal) 0107 "woN @

7. Response

(Records data

9. CLOSE SECURE 10. Response to
SESSION CLOSE SECURE
SESSION
(4 bytes of
terminal (4 bytes of card
signature) signature)
A 4

inside files)

6. READ RECORD +
UPDATE RECORD

(Counters, Contacts
Lists, Events, ...)

5. Response to

OPEN SECURE
SESSION

(4 bytes of card
challenge + KVC

+ ratification)

4. OPEN SECURE SESSION

(4 bytes of SAM challenge

+ key type)

(Portable Object) 001> @dgf'

Nivon NIt

2V naNxXw nINN ,IOD"7|7 '10195N2 NNTAMY NNNR NITIRS1 SO 7816-4-2 NNTAMY NITIZ9 Ta7n

JNNR DT NIpeS wnnY |Am> n71>' 0'01d2 ROM-n

o 2y nndon N720 707 .EN 726-3 |PN2 NNTAINMY NITIRO NIwnnn DIFTIV N DITIRonn 7n

SNYyXY n'ton

nTIEo \ 0'vd a1I0 ASK CD21 ASKFSTP | ASK TanGo Watchdata OTI 10054127-1 | IDEMIA cityGo
(ST19, 2010) (2019) (2010) (SLE77/SLE66, (CD21, 2010) (ST23, 2019)
2016)
0x4 (DEACTIVATE FILE) Jnna nna nm M NNl nna
Oxe (ERASE BINARY) NN
0x10 (FABRICATION READ) M M RN
Ox1c N N nn
Oxle nn N nn
0x20 (VERIFY PIN) nm Jnn nna nn Jnna nna
0x30 (DECREASE) M nnm M nn M M
0x32 (INCREASE) Jnna nna nm M NNl NNl
0x38 (DECREASE MULTIPLE) Jnna nna nm M NNl nna
0x3a (INCREASE MULTIPLE) Jnna nna nm M NN NNl
0x44 (ACTIVATE FILE / nn nm nn Jnn nn nm
REHABILITATE)
0x52 (CHANGE SPEED) M M
0x53 nnl RN
0x76 AN nn
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https://github.com/calypsonet/keyple-java/blob/27cafb5d4c901f62561faf1dc2dda45782f98598/java/integration/src/main/java/org/eclipse/keyple/integration/example/pc/calypso/Demo_ValidationTransaction.java#L110

0x78 NN nn
0x7c (SV GET) M NN
0x82 (EXTERNAL AUTHENTICATE / M nna
MANAGE SECURE SESSION)
0x84 (GET CHALLENGE) nm M nna M nm nm
0x86 (GENERAL AUTHENTICATE / nna nnl nna nn nn
GIVE RANDOM)
0x8a (OPEN SECURE SESSION) nm nm nna N nm nm
0x8c (ABORT SECURE SESSION) M N M NN M M
0x8e (CLOSE SECURE SESSION) nm Jnm nm M nm nm
0xa2 (SEARCH RECORD) nn nna RN RNl
0xa4 (SELECT FILE / SELECT nm nm nm M nm nm
APPLICATION)
0xbO0 (READ BINARY) nm Jnnm nm nm M M
0xb2 (READ RECORD(S)) nm nm nm nn nm nm
0xb3 (READ RECORDS MULTIPLE) nn nm nm nm nm nm
0xb4 nna nn
0xb6 (READ RECORD STAMPED) nn nn nn nna RNl
0xb8 (SV RELOAD) nn nn nn
Oxba (SV DEBIT) nm N M
Oxbc (SV UNDEBIT) nm M M
Oxbe (GET ATR) nnm N nnm Jnnm M M
0xbf nna nn
0xcO (GET RESPONSE) nm M nn M nna Jnna
Oxc4 nm N
Oxca (RETRIEVE DATA) nna nn RNl
0xd0 (WRITE BINARY) M nm M nm nm nm
0xd2 (WRITE RECORD) nm nm nm nm nm nm
Oxd4 Jnnm
0xd6 (UPDATE BINARY) M nm nm nn nm nm
0xd8 (CHANGE KEY / CHANGE I nm nm nna nm nm
PIN)
Oxda (SET DATA) M RNl
Oxdc (UPDATE RECORD) nm nm nm nm nm nm
Oxe0 (CREATE FILE) nm nnm M M
Oxel (GET AVAILABLE MEMORY) M M M
Oxe2 (APPEND RECORD) Jnna M nna M Jnna Jnna
0xf2 (STATUS) nn nn nna RN

D'0'vDN D |IRY N7 |]'\']) IOE)"7|7 '0195N2 NNTAMY NITIRZON NX NIAX"N NIYATINN DNIYN

,(Stored Value NITIZ9 M1) NIdNNI T'AN X7 ,NIKYT7 TWOXRYW '9D NITIP9N XY 72 .(jn2 0NN

92 nITvinn X7 proprietary NITIRS 7y 12T? KW
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OI10TD NINIdN

N'OINZX 17-20 RN N7 NI7Ya NRdN %Y D10 ' 222 1M 77N 'RTIH yXInnn yoin
NIYON IR 2I'N NITAY LI7-20 7 D'0NIS0D NP 7W D10 NN DIY' XD DA .(NFC NIryl)

JN'Y ITOINAI NIDON] D'MYY ,D'0I1AIVIKA

:NIdN 'A10 2Wn TNX 72V 721 2Ny

1i7-21 '0'V1D |IYUY7 D*7310NYW D'0'VID W "DroNIPod" - Ticketing Vending Machines (TVM) e
"7V MINYY YyTNN DX A'¥N7 IXN D'YTN DTN

QIj'N NNWOXNY INX DIN 722 IX AN T2 o ninpn - Validators / Driver's Consoles o
.NY'01 Nya 0'VDN 7w (validation)

NN 0Ny 7pn7 N1 L7wn? TR 7w napna S7'won? 'wonn 0nwn 0fimn NRDNN 'Io

QDR TransWay nNan 7w niapna

Driver's View

[TransWay ‘2& Aanxin )nn ,(7xnwn) Voyageur Onboard 6000-1 (]'"a'n) Roadzter TIM 7020]

,Mifare-a ,Calypso-2 n>mn ,"X7170 0Tin ,'19 GPS ,n'7u9n Nd>YNd 4 T'RINTIX '1D0N VIONN
DNt ,"IX71700 D'TINN 1A 7Y DN'wn 1Nn%7 0'N7W1 0NN D'0'VIDA WIN'WAN 7Y DRIMA L TIVI

2120 mIIXY? (DCU) madnn 7w mTiy 71min 2y 0w nal Loy

NNIDNY WIN'Y NIRY? N1 (T IX D' ,]"7219101 79n?) DNR 0'7'von 73X

Affiliated Computer Services 1ayw?) Conduent NNan 7w NI7I0I71 QI'N
Proxibus PCE-n) 7" madnn .PCE 415-n IX VPE 415-n 122 ,((ACS)/Xerox

.ARM Tayn 7y Windows CE nx" i yan Jon n'7va ,nnTipn nniyv? (415

XY 10977 [N NDAINN AN NI7I01I7 7907 MIYKRIN NN'NW DNNXR D78 DNaN

LR NIOM qIp'Mn vwn 7270 7Y DA 'RINRY ,Symcotech Nan X'n
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http://www.transway.co.il/
https://www.xerox.com/downloads/europe/events/transport-publics/PCE415-EN.pdf
https://web.archive.org/web/20180831162824/http:/symcotech.co.il/apage/11916.php
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,Nmix712n (Advanced Card Systems) ACS N1an X'n 78I win'y 07 W'y NDS0IN N1aN 91017
D'0'0I> NNPNI D'RIZ DA ,0'MdN D'0'VID7 N72YON NPIYNI D'MdN D'0'0YD TR ,NX'NY

J'YIN DXNINM QX'

NN'wn 1Oni Back-Office

Pr (1P NPDIN RN DY) yonn 7y YT LYRIW DON 0'0N0] WIN'WN NNTOoNY? pInn ‘D 7y

— 17 190Nn) NNNKN NIY'oIn 72y yTnn
71 nnw
e 22w 2V Y mwa X7 (It 200 1o0n
Pt ol ¥ YT MANNY N2AN DA K7X 0'07dN
e g 0'7'von ]|
LT — NXY? D'y Ni'vonn v nrTiye
0pn;

n v ; QNN
e e | | nimen N'YIRN NIYVAN 79 NNwn ™Y pn

y 0’7u,~ ) D'UInYI amai

~~"|nnawnnn

MY nninne

DN 17X DNARN 7NN 'S 2yw DA nn

yT'Mn_ MANA 0191 DAY NIy

niTom

v
o'woni e

["o1073 7 [TaIX" NN, Back-Office mi>Ayna 0'im1 navn o'wanj

.01 D'MYD 190N X7 DX ,NMI-0I' 1NN NINSY7 DY7'V9NN NAaRNY N7W1 NIYPTILN 2y yvTnn
AW DNNn NMIannn 7w nN'WN ™IN% Nl yThan ,nvip DNt L, pn NRY ,.0wn
YTl - [TAIX 7U NN 198D VTN NARAN 0'0dN PIN 7w IThY Wpa7 'R DRt D uimd

JIYY 72 DIN'ojn INKY ATnIw
nlnnn TwnY 7'yonn

.MRNNN TWNY 72T ¢ 19102 NNAWIMY NIRNAN 270 71 DN 17-20 79 NIYpron 1Iim)
|DIXQ D210 NNdN DN NN'WA 1217 1'aVn? 2I'nn 7RYD NN NN 7'von 7 ,nwyny
D2ININ 'AI0 .20 TAIN N1ANl DY DY D0 D'Y¥AR ¢ NNINQ Navin DM A0 7D .vip

0N D'"MYOKRN

IO NYIRN DAY “¥X .0DN7YW 17 202 D'WOIl 7Y qQUIVA Y'Y 7V DIIN) - NIVIAN 2IN) - e
:D'N2N DRININ DNAVIN
(1 Nyo 710, wm'wl YO 70 qI'm) nvinnnaio .
o'vNooN =

Al'Nnw qodn nIdo ¢
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https://www.acs.com.hk/en/product-lines/6/contactless-readers/
https://data.gov.il/dataset/pinkas/resource/fd56bf5b-7918-4906-99e4-b0e5102ae268
https://data.gov.il/dataset/pinkas/resource/fd56bf5b-7918-4906-99e4-b0e5102ae268
https://data.gov.il/dataset/pinkas/resource/fd56bf5b-7918-4906-99e4-b0e5102ae268
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NY'01N N7'NN AT ,[1I'N 17N 190N ,NY'0l NnTn - =

2'YONN 190N ,010DN V'WIN A0 T

ya1 mixa SAM-CL-n mam 1y =

oIy 'o> (0'xnnn nTiNn) Contracts-ni Environment-n 'vap 7@ 'oain pmn .
0'v’

0'0IDN IV'9INY '9D ,0"NNKN Events-n NWI7W 7w piInn =

(... ,M"1KX ,'Y'X) 0'0ID NIPOIN 2V NN TID1NY 1'ayn 7'VoNNY DIINI :A'NT'7I0ND 2IM) e
2INNNI D'WTN 0'-SAM NRPNN %Y NN'WA 1017 1'ayn 7'vonny 0ima :0-SAM Yy pnaima e

2121 0'-SAM NI2A IX NI7PN 2 DT , 0N

TAVINY 0'0TD W' UKD NN'YWA TIdN7 1'ayn 7'wonny DRIM AINYA anwa? NieT e

ANITY QI'T IXK NhNwn | TAIX NIQpYa NNAIT? ,00N'NY

MooNn NX 0Y77DW ,0Y9 TN D0'7'vonY Y'ONn NN'YN DINY D1IINY AMINY AN'Y2 NX5N e

DNN TNXR ‘7D [15'ON NN NNXI INONIY D'O0'vIdN

NNNN 7Y scope-7 YINN 0N Back Office-n nidayn 7y 0'a011 0'v1o
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qwnaY? yznn 2

123 ,'M70 X7 [NIX NI NIZRY NI [*TY 7019 0'01DN DNTYAY 01122100 N1AN TNKY

?collisions 12 11¥"7 TWOX DRNI 109'777 7W proprietary-n hash-n NLAIKN NND TV

?replay attack 1x"'7 *12 challenge-n YW NdIN1 N'oN'n N'DNVINRN NX 7X17 TWOX DR @

1A NITYINA KD NITIPON NIYIY NN e

,DNVPIR DIZONE'™M) NI'MININ NISPNN NTYA ROM-N 12Wn N1DINN DX Y7N7 TWUOX DXN
?('1D1 Power Analysis

NV VTN 2V 'pPn MAC DIX'™? DWONNA 17 21 7Y YD "MIYY DTAIVN NIK 7¥17 "WOX DR e
?N¥NYW 7NN0 D

?NNSNN Yal 0Nl ,Internal EFs-n yTn XNP7 NT W' DRN @

TVl e

nid'o

NNYY YyTNn 72V [an7 TWOX 'R 1'RY,0'dNN D'0'VIdN O7IYN NNYWO 172 NRnn )7nna
Y'Y NINNY .NIDOIYN NNAN 17'K1 YIR2 wnimn 0'01dN 7W [N 'R NIf77o1 'k qonal ,ont'y
DONNNPO NN 79'0 MMNANY DIIEN "71D ,0M7V1 D'0I9I N7R NIARIDLVA 20 PRI 7RYI019 TIV

2 NX 79'0 XINW 1IN NINDY

Java v N 7NN DR N7'WON 12D 10977 NI Nnda 707RN D'0'LIdN W Ty a7 nnl
SIM-n 7y NN'W' MpNINY Java NU¥P*798d DA N'O'¥901 ,0"'NNIoN 0'0'VYD 7Y DIgna Cards
'WONNWD 179X TIAYY 70'w (NI 17170 "'won Dy n71Y9 QINwa) (1I90IXN0N 1'WONa

.n2nn

121 7V (Host Card Emulation, HCE) D'0'01) YIIXQ 17101 NAIA W'y W' D2 MINNKY? ;)07 9oim
NLVAIXA NNTA VIYS XIN 0'0dN 12 ,Account Based Ticketing (ABT) 7w 09011721 [1IDVINNON

.Back Office-n ni>Ayna n"mw 0ro1on 701 ,j1awnY
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noon ax"P7 / nNipn

Calypso

90 W D YTN e

https://en.wikipedia.org/wiki/Calypso (electronic ticketing system)

https://www.calypsonet-asso.org/what-is-calypso-mobile

https://www.calypsonet-asso.org/content/ticketing-transaction-layers

https://www.eclipse.org/lists/iot-wg/pdfiHD1WVBg2J.pdf

https://web.archive.org/web/20170722120235/http://contactless-world.com/category/calypso/

IR N'A711000 7Y YT Na nnain - Calypso Handbook e

https://www.calypsonet-asso.org/content/handbook-document

17NN aNISnN "0VN Jnonn - Calypso Functional Specification e

https://www.innovatron.fr/CalypsoFuncSpecification.pdf

10977 7w D"ANIDN DMAI711D0N D'DONONN INY ©

http://www.calypsostandard.net/public-documents

10977 '0'0D A0 W LN'D e

https://www.calypsonet-asso.org/content/products

https://www.calypsonet-asso.org/content/calypso-certified-products

http://www.calypsostandard.net/po-certification/certified-products

https://www.calypsonet-asso.org/providers

https://www.innovatron.fr/CalypsoProducts-Cards.pdf

http://www.ask-contactless.com/Portals/0/Flyers/Cards/CalypsoCard_flyer.pdf

:Spirtech "NX2 SAM 72y T e

https://spirtech.com/software-house-security-sam

https://spirtech.com/docs/Products/SAM-S1/en/SamS1E-v6.pdf

:CNA 7w NN L1097 7w NNLAKRN 7Y 0970 DNaoNn e

https://www.calypsonet-asso.org/node/28

https://www.calypsonet-asso.org/content/secure-transaction

https://www.calypsonet-asso.org/secure

:Ntwyna Calypso 7 Naxn e

http://ceesca.org/uploads/presentations/02-2013/Calypso%20-

%20CEESCA%20Kranjska%20Gora%20022013.pdf
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https://en.wikipedia.org/wiki/Calypso_(electronic_ticketing_system)
https://www.calypsonet-asso.org/what-is-calypso-mobile
https://www.calypsonet-asso.org/content/ticketing-transaction-layers
https://www.eclipse.org/lists/iot-wg/pdfjHD1WVBg2J.pdf
https://web.archive.org/web/20170722120235/http:/contactless-world.com/category/calypso/
https://www.calypsonet-asso.org/content/handbook-document
http://www.calypsostandard.net/public-documents
https://www.calypsonet-asso.org/content/products
https://www.calypsonet-asso.org/content/calypso-certified-products
http://www.calypsostandard.net/po-certification/certified-products
https://www.calypsonet-asso.org/providers
https://www.innovatron.fr/CalypsoProducts-Cards.pdf
http://www.ask-contactless.com/Portals/0/Flyers/Cards/CalypsoCard_flyer.pdf
https://spirtech.com/software-house-security-sam
https://spirtech.com/docs/Products/SAM-S1/en/SamS1E-v6.pdf
https://www.calypsonet-asso.org/node/28
https://www.calypsonet-asso.org/content/secure-transaction
https://www.calypsonet-asso.org/secure
http://ceesca.org/uploads/presentations/02-2013/Calypso%20-%20CEESCA%20Kranjska%20Gora%20022013.pdf
http://ceesca.org/uploads/presentations/02-2013/Calypso%20-%20CEESCA%20Kranjska%20Gora%20022013.pdf
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:("1DVN NKA) N7 1097717 '0'VTD YW NNMATN e

http://demo.calypsostandard.net/

210977 "V nin'X NAyw 0'-Validator nn'wn e

https://calypsostandard.net/registration-process/registered-products

v Calypso 217'w v paon e

https://www.calypsonet-asso.org/news/interoperability-ticketing-israel

http://cna.adcet.com/index.php/8-archives/49-

0"yn

[IAAN] 2'0RPM9X MIYPN 2171009 'y 770 ,contact D'AdN 0'0'VIDY [PNn -ISO/IEC 7816 o
TN
http://www.embedx.com/pdfs/ISO_STD_7816/info_isoiec7816-4%7Bed21.0%7Den.pdf

:ISO 7816-4--7 "X¥Ij7n Reference o

http://cardwerk.com/smart-card-standard-iso7816-4-section-5-basic-organizations

http://cardwerk.com/smart-card-standard-iso7816-4-section-6-basic-interindustry-commands/

https://en.wikipedia.org/wiki/Smart card application protocol data unit

NINLVPIR MIYPNI D'YAN'WYY 770 ,contact D'NDN D'0'VDY7 7NN - ISO/IEC 7816 o

http://read.pudn.com/downloads132/doc/comm/563504/1SO-IEC%207816/1SO%2BIEC%207816-

3-2006.pdf
:DN7W NIYNWNNI DMIWON status words (SW) nn'wn e

https://www.eftlab.com/knowledge-base/complete-list-of-apdu-responses/

:contactless D'nNdN 0'0'VDY7 |7NN - ISO/IEC 1443 o

http://www.emutag.com/iso/14443-2.pdf

http://www.emutag.com/iso/14443-4.pdf

(011 '019'0) EN 1545 e

https://www.evs.ee/preview/evs-en-1545-1-2015-en.pdf

https://www.evs.ee/preview/evs-en-1545-2-2015-en.pdf

:(NF P 99-405) Intercode o

http://billettique.fr/spip.php?rubrique20

:(DdN 0'0'vNd DY MIWPN? USB 71;710019) CCID

https://en.wikipedia.org/wiki/CCID (protocol)

:NFC o

https://en.wikipedia.org/wiki/Near-field communication

:PS/ISC o

[i7-270 0'VYD 7Y AI711D0N TN
www.DigitalWhisper.co.il
39 2020 NanxT ,124 '



http://demo.calypsostandard.net/
https://calypsostandard.net/registration-process/registered-products
http://cna.adcet.com/index.php/8-archives/49-
http://www.embedx.com/pdfs/ISO_STD_7816/info_isoiec7816-4%7Bed21.0%7Den.pdf
http://cardwerk.com/smart-card-standard-iso7816-4-section-6-basic-interindustry-commands/
http://read.pudn.com/downloads132/doc/comm/563504/ISO-IEC%207816/ISO%2BIEC%207816-3-2006.pdf
http://read.pudn.com/downloads132/doc/comm/563504/ISO-IEC%207816/ISO%2BIEC%207816-3-2006.pdf
https://www.eftlab.com/knowledge-base/complete-list-of-apdu-responses/
http://www.emutag.com/iso/14443-2.pdf
http://www.emutag.com/iso/14443-4.pdf
https://www.evs.ee/preview/evs-en-1545-1-2015-en.pdf
https://www.evs.ee/preview/evs-en-1545-2-2015-en.pdf
http://billettique.fr/spip.php?rubrique20
https://en.wikipedia.org/wiki/CCID_(protocol)
https://en.wikipedia.org/wiki/Near-field_communication
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https://en.wikipedia.org/wiki/PC/SC

:ATR

https://en.wikipedia.org/wiki/Answer to reset

http://www.icedev.se/proxmark3/docs/ISO-7816-3.pdf

ninINI 0'7

:(I7 21 nIN) DY D'a10n DN 0'0'0YD 7V NINYW YT Naxn? n1dIN - Cardpeek

http://pannetrat.com/Cardpeek/

2AYNN NIYXNX1 0'dN 0'0'V1Yd DY JT\I'UPID'? [IN"S NI'MS0

https://github.com/LudovicRousseau/pyscard

https://github.com/mitshell/card

109777 '0'0DN YT NIRRT NIDIN - Calypso Explorer

https://tech.springcard.com/2010/calypso-explorer/

:D'MDN D'0'VID 7Y D'¥ARE NIdWNI NITIPD 710w 7> , APDUScanner

http://apduscanner.sourceforge.net/

:D'MdDN 0'0'VYD N'ZNY? 1IN ,Smart Card ToolSet

http://www.scardsoft.com/index.php?Theme=Soft v3Server

10977 '0'01D KIPYW 90N LP'ND ,Calypso Inspector

https://github.com/ABeaujet/Calypsolnspector

:(M''7n) 190777 00D 7w ATR-N NX 10197 YTI'Y TIR

https://github.com/elafargue/smart-tools/blob/master/atr/lib/calypso-xplore.html

:D'0'VD 7w D-ATR 'an7 DWTI'Y DINKX

https://smartcard-atr.appspot.com/

http://www.ruimtools.com/atr.php

10977 NITIPD 101971 NNAY7 yTI'w Calypso DyLVNn NIIR'A TI

https://github.com/calypsonet/keyple-javal/tree/develop/java/component/keyple-

calypso/src/main/javalorg/eclipse/keyple/calypso/command/po/builder

:IsoDep NP7NN7 T'RNTIR TIV'N

https://developer.android.com/reference/android/nfc/tech/IsoDep.html

:Wireshark niyxnxa USB CCID 'aa 7y I1SO 7816-4 n910n7 11N

https://ludovicrousseau.blogspot.com/2019/08/iso-7816-4-spy-using-wireshark.html
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https://en.wikipedia.org/wiki/PC/SC
https://en.wikipedia.org/wiki/Answer_to_reset
http://www.icedev.se/proxmark3/docs/ISO-7816-3.pdf
http://pannetrat.com/Cardpeek/
https://github.com/LudovicRousseau/pyscard
https://github.com/mitshell/card
https://tech.springcard.com/2010/calypso-explorer/
http://apduscanner.sourceforge.net/
http://www.scardsoft.com/index.php?Theme=Soft_v3Server
https://github.com/ABeaujet/CalypsoInspector
https://github.com/elafargue/smart-tools/blob/master/atr/lib/calypso-xplore.html
https://smartcard-atr.appspot.com/
http://www.ruimtools.com/atr.php
https://github.com/calypsonet/keyple-java/tree/develop/java/component/keyple-calypso/src/main/java/org/eclipse/keyple/calypso/command/po/builder
https://github.com/calypsonet/keyple-java/tree/develop/java/component/keyple-calypso/src/main/java/org/eclipse/keyple/calypso/command/po/builder
https://developer.android.com/reference/android/nfc/tech/IsoDep.html#transceive(byte[])
https://ludovicrousseau.blogspot.com/2019/08/iso-7816-4-spy-using-wireshark.html
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17 21 7V 012NN N1an NXye

GO NOYIA AN I AN OO TI7 @

https://github.com/ybaruchel/ravkav-sdk-go/tree/master/card/normalizers

:(1I7'7N2) 17 20 7w DRININ VNS NX 1019NY cardpeek 7w LUA-N TIp

https://github.com/L1L1/cardpeek/blob/master/dot cardpeek dir/scripts/calypso/c376n3.lua

https://github.com/L1L1/cardpeek/blob/master/dot cardpeek dir/scripts/etc/ravkav-strings.lua

:ISRDriverConsole w2 LR'ND NN L,I09'7771 IP-21 10N9NY TI7

https://github.com/NadavPoliti/ISRDriverConsole/tree/master/app/src/main/java/com/isr/isrdriver

console/M/SmartCard/CalypsoCard

:(metrodroid DWA LP'ND NNN) 1j7-27 10197 NOINW YOI TP ®

https://github.com/metrodroid/metrodroid/pull/70/files

Calypso '00Ian D'INX 0'0'VY)

;07192 'MOIX¥N Navigo-n 0'VID 72V1 D'MdN NNANN '0'VYD 7V "AI711D0 VOID e

http://www.piratesmag.com/xxx/pass.html

1722100190 Libon VIVA-N 0'01D NX ARINY AINRN e

https://web.archive.org/web/20181027152739/http://downloads.pannetrat.com/get/f2fed7a73d

962024e94f/viva-report.pdf

2TIpn OPUS 0'01) 7w qip'minl ntal711d0n 7y Daon e

https://www.revolvy.com/page/OPUS-card?cr=1

:N"70'%2 IMOB 0'0dN QONIY YT'NN 7V D"AI71100 DN10N e

http://tramaci.org/anoptiblog/2009/9/index.py

ninan

NIMNXR NRITN 7710 ,Calypso N"wyNd NRMIVAN NNAN 7w nn'wn e

https://www.innovatron.fr/licensees.html|

http://cna.adcet.com/index.php/products/suppliers
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https://github.com/ybaruchel/ravkav-sdk-go/tree/master/card/normalizers
https://github.com/L1L1/cardpeek/blob/master/dot_cardpeek_dir/scripts/calypso/c376n3.lua
https://github.com/L1L1/cardpeek/blob/master/dot_cardpeek_dir/scripts/etc/ravkav-strings.lua
https://github.com/NadavPoliti/ISRDriverConsole/tree/master/app/src/main/java/com/isr/isrdriverconsole/M/SmartCard/CalypsoCard
https://github.com/NadavPoliti/ISRDriverConsole/tree/master/app/src/main/java/com/isr/isrdriverconsole/M/SmartCard/CalypsoCard
https://github.com/metrodroid/metrodroid/pull/70/files
http://www.piratesmag.com/xxx/pass.html
https://web.archive.org/web/20181027152739/http:/downloads.pannetrat.com/get/f2fed7a73d962024e94f/viva-report.pdf
https://web.archive.org/web/20181027152739/http:/downloads.pannetrat.com/get/f2fed7a73d962024e94f/viva-report.pdf
https://www.revolvy.com/page/OPUS-card?cr=1
http://tramaci.org/anoptiblog/2009/9/index.py
https://www.innovatron.fr/licensees.html
http://cna.adcet.com/index.php/products/suppliers
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:(ASK TanGo) ASK / Paragon ID e

http://ask-contactless.com/en-us/applications/transport.aspx

https://paragon-id.com/en/solutions/dual-interface-smart-cards

http://ask-
contactless.com/NewsEvents/News/tabid/126/ctl/ArticleView/mid/559/articleld/66/language/en-

US/ASK-launches-TanGO-at-Cartes-2004-a-universal-contactless-platform.aspx

:(TimeCOS) Watchdata e

https://www.watchdata.com/timecos-transport-cardwatchdata/

http://www.watchdata.com/class.php?id=29

http://read.pudn.com/downloads197/doc/927684/WatchData TimeC0S2.9.pdf

:Gemalto e

https://www.gemalto.com/transport/contactless-cards

https://www.gemalto.com/brochures-site/download-site/Documents/transport-calypso.pdf

0TI o
https://en.globes.co.il/en/article-1000099726

https://www.securetechalliance.org/oti-awarded-mass-transit-ticketing-project-to-supply-cards-

for-israels-mass-transit-system/

https://www.otiglobal.com/contactless ticketing/

:(Morpho, Oberthur N1ayw?) IDEMIA e

https://web.archive.org/web/20170713041039/https://www.morpho.com/sites/morpho/files/mor

pho payment calypso cl 4p gb.pdf

n'o'¥ NiNan

:STMicroelectronics e

http://pdf.dzsc.com/88889/5310.pdf

https://www.st.com/resource/en/data brief/st19wr02.pdf

https://www.ssi.gouv.fr/uploads/IMG/certificat/dcssi-cible 2006-02en.pdf

https://www.st.com/content/ccc/resource/sales and marketing/promotional material/flyer/84

/49/47/21/74/15/43/69/flcalypso1010.pdf/files/flcalypso1010.pdf/jcr:content/translations/en.fl

calypso1010.pdf

https://www.st.com/en/secure-mcus/cd21-rev3.html

https://www.st.com/resource/en/data brief/cd21-rev3.pdf
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http://ask-contactless.com/en-us/applications/transport.aspx
http://ask-contactless.com/NewsEvents/News/tabid/126/ctl/ArticleView/mid/559/articleId/66/language/en-US/ASK-launches-TanGO-at-Cartes-2004-a-universal-contactless-platform.aspx
http://ask-contactless.com/NewsEvents/News/tabid/126/ctl/ArticleView/mid/559/articleId/66/language/en-US/ASK-launches-TanGO-at-Cartes-2004-a-universal-contactless-platform.aspx
http://ask-contactless.com/NewsEvents/News/tabid/126/ctl/ArticleView/mid/559/articleId/66/language/en-US/ASK-launches-TanGO-at-Cartes-2004-a-universal-contactless-platform.aspx
https://www.watchdata.com/timecos-transport-cardwatchdata/
http://www.watchdata.com/class.php?id=29
https://www.gemalto.com/transport/contactless-cards
https://www.gemalto.com/brochures-site/download-site/Documents/transport-calypso.pdf
https://en.globes.co.il/en/article-1000099726
https://www.securetechalliance.org/oti-awarded-mass-transit-ticketing-project-to-supply-cards-for-israels-mass-transit-system/
https://www.securetechalliance.org/oti-awarded-mass-transit-ticketing-project-to-supply-cards-for-israels-mass-transit-system/
https://www.otiglobal.com/contactless_ticketing/
https://web.archive.org/web/20170713041039/https:/www.morpho.com/sites/morpho/files/morpho_payment_calypso_cl_4p_gb.pdf
https://web.archive.org/web/20170713041039/https:/www.morpho.com/sites/morpho/files/morpho_payment_calypso_cl_4p_gb.pdf
http://pdf.dzsc.com/88889/5310.pdf
https://www.st.com/resource/en/data_brief/st19wr02.pdf
https://www.ssi.gouv.fr/uploads/IMG/certificat/dcssi-cible_2006-02en.pdf
https://www.st.com/content/ccc/resource/sales_and_marketing/promotional_material/flyer/84/49/47/21/74/15/43/69/flcalypso1010.pdf/files/flcalypso1010.pdf/jcr:content/translations/en.flcalypso1010.pdf
https://www.st.com/content/ccc/resource/sales_and_marketing/promotional_material/flyer/84/49/47/21/74/15/43/69/flcalypso1010.pdf/files/flcalypso1010.pdf/jcr:content/translations/en.flcalypso1010.pdf
https://www.st.com/content/ccc/resource/sales_and_marketing/promotional_material/flyer/84/49/47/21/74/15/43/69/flcalypso1010.pdf/files/flcalypso1010.pdf/jcr:content/translations/en.flcalypso1010.pdf
https://www.st.com/content/ccc/resource/sales_and_marketing/promotional_material/flyer/84/49/47/21/74/15/43/69/flcalypso1010.pdf/files/flcalypso1010.pdf/jcr:content/translations/en.flcalypso1010.pdf
https://www.st.com/en/secure-mcus/cd21-rev3.html
https://www.st.com/resource/en/data_brief/cd21-rev3.pdf
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:(SLE 77, SLE 66) Infineon e

https://www.mouser.com/datasheet/2/196/Infineon-Chip Card Security ICs Portfolio 2017-

SG--776471.pdf
http://static6.arrow.com/aropdfconversion/48639423124ad32532b264761f907d9521461086/sp

i_sle66cIx800pe 1209.pdffolderiddb3a304325305e6d012572d28cdf626dfileiddb3a304325305e6

d01259c¢9.pdf

https://www.infineon.com/cms/en/product/security-smart-card-solutions/security-

controllers/sle-77/

Dn'-Terminal / n'-Validator ninan

:(TIM 7020) Transway e

http://www.transway.co.il/driver-operated-ticket-sales-ticket-machine

http://www.transway.co.il/ticket-management-system-success-stories/public-transport-

ticketing-system-israel/bus-ticketing-systems-egged

http://www.transway.co.il/driver-operated-ticket-sales-ticket-machine/roadzter-tim-7020-

ticketing-machine

:Symcotech e

https://web.archive.org/web/20180831162824/http://symcotech.co.il/apage/11916.php

https://web.archive.org/web/20180831215141/http://symcotech.co.il/lapage/16470.php

:(Affiliated Computer Services) ACS / Conduent e

https://en.wikipedia.org/wiki/Affiliated Computer Services

https://www.xerox.com/downloads/europe/events/transport-publics/PCE415-EN.pdf

http://dump.webgui.ws/imob/vpe 415 en.pdf

:(Advanced Card Systems) ACS e

https://www.acs.com.hk/en/product-lines/1/smart-cards-smart-card-operating-systems/

nniy

:0N7W 0'9"'¥N 7V1 D'0'0D W 1IN )'7NN 7Y VNI9N YT 771D - Smart Card Handbook e

http://index-of.co.uk/Etc/Smart%20Card%20Handbook.pdf

:Christopher Tarnovsovsky Nxn ,"Dmbon" 09"y 7w N3190 NOTIN 7V NIXXIN/NIAXN e

https://www.blackhat.com/presentations/bh-dc-08/Tarnovsky/Presentation/bh-dc-08-

tarnovsky.pdf
https://www.youtube.com/watch?v=62DGIUpscnY
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https://www.mouser.com/datasheet/2/196/Infineon-Chip_Card_Security_ICs_Portfolio_2017-SG--776471.pdf
https://www.mouser.com/datasheet/2/196/Infineon-Chip_Card_Security_ICs_Portfolio_2017-SG--776471.pdf
http://static6.arrow.com/aropdfconversion/48639423124ad32532b264761f907d9521461086/spi_sle66clx800pe_1209.pdffolderiddb3a304325305e6d012572d28cdf626dfileiddb3a304325305e6d01259c9.pdf
http://static6.arrow.com/aropdfconversion/48639423124ad32532b264761f907d9521461086/spi_sle66clx800pe_1209.pdffolderiddb3a304325305e6d012572d28cdf626dfileiddb3a304325305e6d01259c9.pdf
http://static6.arrow.com/aropdfconversion/48639423124ad32532b264761f907d9521461086/spi_sle66clx800pe_1209.pdffolderiddb3a304325305e6d012572d28cdf626dfileiddb3a304325305e6d01259c9.pdf
https://www.infineon.com/cms/en/product/security-smart-card-solutions/security-controllers/sle-77/
https://www.infineon.com/cms/en/product/security-smart-card-solutions/security-controllers/sle-77/
http://www.transway.co.il/ticket-management-system-success-stories/public-transport-ticketing-system-israel/bus-ticketing-systems-egged
http://www.transway.co.il/ticket-management-system-success-stories/public-transport-ticketing-system-israel/bus-ticketing-systems-egged
http://www.transway.co.il/driver-operated-ticket-sales-ticket-machine/roadzter-tim-7020-ticketing-machine
http://www.transway.co.il/driver-operated-ticket-sales-ticket-machine/roadzter-tim-7020-ticketing-machine
https://www.acs.com.hk/en/product-lines/1/smart-cards-smart-card-operating-systems/
http://index-of.co.uk/Etc/Smart%20Card%20Handbook.pdf
https://www.blackhat.com/presentations/bh-dc-08/Tarnovsky/Presentation/bh-dc-08-tarnovsky.pdf
https://www.blackhat.com/presentations/bh-dc-08/Tarnovsky/Presentation/bh-dc-08-tarnovsky.pdf
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-DN'TA1D NISNNl 0'MON 0'0'VYD 2unnaxn e

http://opensecuritytraining.info/SmartCards files/SmartCards.pdf

-0'O109" D'NNMNAYX 7710 14 TNy .NRIY 0101 NIRAIZIDL "2 NiYny non e

http://www.smart-ticketing.org/downloads/ifm-project/D3.3 201002.pdf

n"aya nnipgn

AW TIRN D YTN e

https://www.gov.il/he/departments/guides/multi line card

17 21 '0'0D 7Y WIM'YN [DIX MK DIXNAN D'0NI%N 0DNoN qoIX - "0Ivd 7N TaIN" e
NIANNN TIYN INKA L1097 |70 ' 7V IR

https://www.gov.il/he/departments/general/smart ticketing

(N7wnNnn ANKA) NNV 0ILIdN NdIYN 7V VIIDN JNoN e

https://www.gov.il/BlobFolder/guide/agreements for operating service lines in public transp

ortation/he/matronic_tender attache d.pdf

v NN LCTIVE DN'Y 'TDNA D'YOIIN Y019 NMWA LI 21 7W Np91Nn NITAYA ZOYNNN TdN - e
IN7vUNANN WON 7Tnam

https://www.mr.gov.il/Files Michrazim/297123.pdf

:(2013) nM1a'¥n NIANNA DONN 01V WIN'WN MITONYT PINN e

https://www.nevo.co.il/law word/Law11/41680.doc

((Mrronon Nan? NIYAN) DdN 010D *7'YON YW YTN MARN Y NIrnin e

https://www.gov.il/he/departments/policies/public_transport

J1j7-27 '0'02N AN GONIY 'WIRD VTNIN 7V NINYN @
https://law.acri.org.il//he/wp-content/uploads/2012/01/bus-card080112.pdf

https://www.digitalrights.org.il/files/2011-06-01/ravkav.pdf

(NNIANNN TIWN) NNIAY NIANNA 917'N 'O U Nitnan e

https://www.gov.il/BlobFolder/generalpage/guidelines for the implementation of means of

validation in public transportation/he/1.76 Nn012 N"IA'X¥N NIANNA qIF'N Win'n? Nirnan.pdf

:(AMCG n1an) Ddn 01V1D N'MAIZIDVY YIVY NN'NA7 TION @

https://www.amcg.co.il/lwp-content/uploads/2016/07/D1019'7-01012-YVI'-T1ON. pdf

DION97 MNINY 7Y YTNN MARN 077190 779N

https://data.gov.il/dataset/pinkas/resource/fd56bf5b-7918-4906-99e4-b0e5102ae268

T2 0I'9NIR NN ,ASK 7w 17-20 100D Wy e

https://cguard.co.il/rb-gv-krtis-hnsieh-hhkm-wl-iwral.html
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http://opensecuritytraining.info/SmartCards_files/SmartCards.pdf
http://www.smart-ticketing.org/downloads/ifm-project/D3.3_201002.pdf
https://www.gov.il/he/departments/guides/multi_line_card
https://www.nevo.co.il/law_word/Law11/41680.doc
https://www.gov.il/he/departments/policies/public_transport
https://law.acri.org.il/he/wp-content/uploads/2012/01/bus-card080112.pdf
https://www.digitalrights.org.il/files/2011-06-01/ravkav.pdf
https://www.gov.il/BlobFolder/generalpage/guidelines_for_the_implementation_of_means_of_validation_in_public_transportation/he/הנחיות%20למימוש%20תיקוף%20בתחבורה%20הציבורית%20גרסה%201.76.pdf
https://www.gov.il/BlobFolder/generalpage/guidelines_for_the_implementation_of_means_of_validation_in_public_transportation/he/הנחיות%20למימוש%20תיקוף%20בתחבורה%20הציבורית%20גרסה%201.76.pdf
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JID0INNON NIY¥NX] DI7YN - [7-21 7¢ TNYN 72 NIAND e

https://www.calcalist.co.il/money/articles/0,7340,L-3770634,00.html

https://bizzness.net/171902-1n2wN-2020-2-N'12-1p-0N-NN-N'RWN/

https://www.pc.co.il/news/229515/

https://www.pc.co.il/featured/281817/

APIN-NT NN "IZ-20 AN0PRIRN NYI0IN 0'0D DR Y19 17 Xt Dand e

https://www.themarker.com/technation/world/1.1764841

TN D'MNIS e

http://www.tapuz.co.il/forums/viewmsg/394/176621949

http://www.tapuz.co.il/forums/viewmsg/394/171241300/

http://www.tapuz.co.il/forums/viewmsg/394/137430064//

http://www.tapuz.co.il/forums/viewmsg/394/157660655/

I7-21 NIN"PY? DT"INIY DNXIN

:HopOn-1 ["72IX I7-20 e

https://ravkavonline.co.il/he/

https://hopon.co.il/read

012 NO'X o

https://play.google.com/store/apps/details?id=il.co.mitug. WhereBus&hl=iw

22N 0IVIR 7Y "I 20" NUYPY7OXR e

https://play.google.com/store/apps/details?id=com.mosko.ravkav

(M1 X7) Korentec NNan 7w LP'ND  ®

https://www.korentec.co.il/portfolio-anNx2/web-n'¥j7'79XI-native-android/
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https://www.pc.co.il/featured/281817/
http://www.tapuz.co.il/forums/viewmsg/394/157660655/
https://ravkavonline.co.il/he/
https://hopon.co.il/read
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